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Integrated Information Systems for the Warrior

Albert J. Edmonds

Lieutenant General Albert J. Edmonds is Director of the Defense Information Systems
Agency, and Manager, National Communications System, with headquarters in
Arlington, Virginia. He is responsible for providing command, control, communications,
computer and intelligence (C41) support to the nation's warfighters. General Edmonds
entered the Air Force in August 1964 and was commissioned upon graduation from
Officer Training School, Lackland Air Force Base, Texas, in November 1964. He has held
many critical C4I positions, including Deputy Chief of Staff for Communications-
Computer Systems, Tactical Air Command (dual-hatted as commander, Air Force
Communication Command's Tactical Communications Division); Assistant Chief of
Staff, Systems for Command, Control, Communications and Computers, Air Force
Headguarters; and Director for Command, Control, Communications and Computer

Systems Directorate (J-6), the Joint Staff,

Oettinger: I take great pleasure in intro-
ducing our speaker this week, who is back
with us, which is a great delight. He was
with us last year in his capacity as the J-6.
He's with us this year in his capacity as the
director of the Defense Information Sys-
tems Agency. You've seen his biography,
so I won't go into more detail and eat into
his time. I'll just let him go ahead. It's a
pleasure to welcome you back, Al

Edmonds: Thanks, Tony. Let me just tell
you that I'm going to go through a little bit
of history—about two, three or four min-
utes of it, and then I'm going to introduce
you to some acronyms. We would not be
military if we didn't have a lot of acro-
nyms. I'll also tell you what they are, and
won't use them as much as you think I
would.

The first thing I want to talk about is the
easiest thing to talk about, C4I for the War-
rior (figure 1). I'd kind of like to update it.
It's a review from last year. I'm going to tie
this to the current initiatives, and then talk
about future directions. Please break in,
interrupt, and ask questions. Say, "What is
it you're talking about?" Don't let me get to
the end and then say, "That thing back at
the beginning of the briefing ... what were
you talking about?"

This is my purpose (figure 2): to tell
you how I'm going to deal with support to
the warfighter—the joint warfighter, and I

« CH tor the Warrior

« Current initiatives
- Dl
« GCCS
= DISN
« DMS
» INFOSEC

» Future directions

Figure 1
Overview

To articulate the command,
control, communications,
computers, and intelligence (C*)
support for the joint warrior.

Figure 2
C4 for the Warrior: Purpose

might add, coalition warfighter, because we
very rarely would go to war again just on
the basis of the Marine Corps fighting
somebody. We're going to be helping
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somebody else, I hope, because we're not
planning on doing that here in the United
States.

Let me orient you on a little bit on what
I do and what I did with our organization
(figure 3). This is not an eye test. Tony
mentioned that I came from the Joint Staff
J-6. When I got to the Defense Information
Systems Agency (DISA), I found a lot of
different kind of organizations, like
D&GO, D&GA and that stuff, that were
acronyms for things like Defense some-
thing Operations, Defense something Ac-
quisition. Since I got all these things like
special staffs, the first thing I did with the
agency is divide of all the headquarters
functions to do policy and resources. The
two lowest rows in the slide are field ac-
tivities that have special kinds of meanings,
like DISA Europe helps the CINC in Eu-
rope, DISA PAC helps the CINC in
Hawaii. JITC is a testing center. DITCO
buys stuff. WESTHEM (Western Hemi-
sphere) takes care of the continental United
States. The White House Communications
Agency (WHCA) has about 1,000 people
who support the President and Vice Presi-
dent and emissaries, and they take care of
all the communications, automation, au-
diovisual, picture-taking, public address,
lights for the Christmas tree at Christmas
time—you name it, they do it all. For each
one of the CINCs I have a slot to give them
technical support and engineering support.
And these are my countermeasures guys,
my security and information warfare
people, the Joint Spectrum Center (JSC),
and some contracting people.

The most important thing about this
chart is that I try to make sure that the
warfighters are going to stay in my organi-
zation by numbering them like the Joint
Staff—D-1 through D-8. D-1 is personnel
and manpower. D-2, since I don't have
much intelligence, I call intelligence and C4
programs. D-3 is operations, like G-3, like
J-3; D-4, procurement and logistics; D-5,
strategic plans; D-6, engineering output and
interoperability; D-7, enterprise integration;
D-8, modeling and simulation, like J-8. So
I try to organize like the Joint Staff so that
the CINCs and the warfighters can say,
"Mmm, that's my counterpart."

Now, let me give you another bit of
orientation about this (figure 4). DCA was
the Defense Communications Agency, and
this is the Defense Information Systems
Agency. Back in the 1960s, we did secure
voice, regular voice, a message system
called AUTODIN, a red HF (high-
frequency) network worldwide to help
airplanes fly around the world with mostly
position information, and the Worldwide
Military Command and Control System
(WWMCCS), and we did engineering for
all this stuff. It was a very easy job,
involving about 3,000 people.

In the 1990s, they threw all this stuff
over the fence to us. Almost all these sys-
tems now are being modernized with new
digital technology. In addition to that, new
things have come on the horizon, like video
teleconferencing and huge data processing
centers. We took 157 of them, and brought
them down to about 16. Joint spectrum
means managing frequencies. We auctioned
off some frequencies in this country to raise
money, but when you go overseas, the fre-
quencies belong to the sovereign countries.
So how are we going to do frequency man-
agement in a war environment? I talked
about information security and architecture
items. The main thing is that we're chang-
ing to the virtual 2000s with a dynamic
“Global Grid," parallel C4I operations, and
integrated intelligence, customized service
for the warfighter any time, any place, any
nation, sensor-to-shooter.

It's very difficult to define all this stuff
to people. I grew up with fighter pilots, and
we showed them pictures. This again is not
an eye test (figure 5). I want to get the per-
ception over to you that the Defense Infor-
mation Systems Agency can look at some
of these things on this chart. On the bottom
here are those things we do for the whole
Department of Defense as part of our
infrastructure support. We do testing, we
develop standards, we do modeling and
simulations, we do security, we do archi-
tectures. We do these things for everybody.
It's part of opening the door.

I'll come back to this part of the puzzle.
This is cross-functional, cross-service inte-
gration between logistics and operations,
intelligence and operations. We have the
responsibility for that kind of cross-
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Figure 4
DCA to DISA

functional integration with the functional
people. We do the technical part.

We do enterprise integration for the De-
partment of Defense. In those megacenters
I talked about, the big data processing cen-
ters, we provide shared mapping data into
those command and control systems for
command and control applications and in-
telligence applications. There's a lot of
hardware involved, but this is primarily
software integration that I'm talking about,
not hardware. Base and tactical applications
means some of those things that it takes to
run a post or camp or station, whether in
peacetime or wartime. Mission support is
things like finance, personnel, and those
kinds of things that we need to support the
warfighters. I put "future services” here be-
cause whatever I don't have up here,
someone will say, "You forgot my piece!”
and I say, "It's right here!"

A very critical piece here is electronic
commerce (EC) and defense messaging.
Electronic commerce is a very big, growing

concern. We order a lot of stuff in the De-
partment of Defense and sell it to commer-
cial people. But most people pay with pa-
per: vouchers and checks. More and more
this is going to become completely elec-
tronic. Electronic data interchange (EDI)
involves sending tech orders, tech manuals
on how to maintain a ship, how to maintain
a computer, how to maintain a typewriter.
Those things are going to be transmitted, or
they exist on the World Wide Web. So if
you want to know how to maintain your
PC, you find your PC on the World Wide
Web, you go to maintenance, and you tell
them what the problem is. You can get a lot
of that electronically. So we are providing
the infrastructure for that, the communica-
tions lines and some of the computers to
help process electronic commerce. Right
now we order all of our foodstuffs for the
commissaries electronically from General
Foods. The problem is we haven't got the
other part done yet, so that we can pay
them electronically.
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Cross-Functional/Cross-Service Integration

Figure 5
Elements of the DIi

Oettinger: Just to tie this to sort of my
understanding of the past, some of these
functions are functions that must be newly
under your wing. They were the kinds of
things that Strassman was talking about in
the simulation environment. Can you say a
word about when this migrated into what is
now DISA?

Edmonds: What has happened is cross-
function and cross-integration. For exam-
ple, this electronic commerce function be-
longed to the procurement people in DOD,
the people who are responsible for buying
things for the Department of Defense. But
they can't do anything with it indepen-
dently. So they've come to me, and we've
created a team of my people and their peo-
ple. I provide the computer processing and
communications part of it, and they provide
the functional software that says "What do [
need?" So we took the function of pro-

curement, and, as a matter of fact, we're
buying a commercial off-the-shelf software
product to load in our computers to let us
buy stuff. I provide the hardware and soft-
ware support and the communications to
allow that to happen.

Another example: in these megacen-
ters—they're humongous things—there's
logistics data, finance data, medical infor-
mation, all being processed here remotely,
and pulled from different sites—from as far
away as Korea or Saudi Arabia. All of the
Army's supply support for the Patriots in
Korea comes out of a megacenter down in
Huntsville, Alabama. DISA is running that
megacenter and providing that service to the
Army. This is part of the things I showed
you that got thrown over the fence.

Another example is this common op-
erating environment (COE). I'll talk about
that when I talk about the Global Command
and Control System (GCCS). This COE is
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a bunch of technical things available to all
the people in the Department of Defense. If
you build your system using the COE, with
these standards, on this architecture,
theoretically it will all work interoperably
with everything else. We'll test it to make
sure it does. That's the combination now.

You see I put a little oval on the slide
called tactical integration. This is very
important. There's a constant debate on
what's strategic and what's tactical.

Student: Sir, on this common operating
environment, I'm trying to reconcile that
with something Admiral Owens spoke to us
about, which was interoperability. If you
look at the armed forces in the United
States, in the left-most column you can list
a myriad sensors, and in the right-most
column, you can list a myriad delivery
systems or weapons systems, and in the
middle you have C4I.

Edmonds: [ get the picture already.

Student: So what he wants to happen is
that no matter what sensor you use, cur-
rently if you use sensor X, you can only
get to delivery or weapons systems Y and Z
through C41. He wants to get to the whole
alphabet with that sensor. My question is:
does your common operating environment
at all relate to that?

Edmonds: Yes, and I'll show you on the
chart how that works. As a matter of fact, if
you take this piece right here called
DISN—that's the Defense Information
System Network—it is supposed to be
such that you can pull information any
time, anywhere, from any sensor, to any
shooter. That's what Admiral Owens and I
have been dialoguing about: how to make
sure ['ve got the capability in here to allow
that to happen using these standards, the
common operating environment, instead of
the elements. (I'm going to talk about all
three of those.) When we put the three to-
gether, it ought to happen seamlessly.

In the past, nobody ever told me to do
this enterprise integration. DISA has never
had that job before. Nobody had that job.
We did it on the fly. We got it and we said,
"Woe is me!" I have the EC-2, E-2C, and

the E-3. I have TRAP (Tactical Related
Applications Program). I have U-2s. I have
KC-135s. I've got all this data. Everyone
has their own ground processing center.
When you get it all in one place, it's called
a fusion center. You've got about 800
people there trying to put it all together and
hope you get a product somebody can use.
We're going to get rid of that.

That's why this intelligence application
is right here in the top row also, because
this is the same thing as the sensors. If you
take this common operating environment,
use this transmission medium, this messag-
ing medium, based on these standards, and
the architecture we have over all, secure it
however you need to, you can model it,
make sure it looks good and feels good.
Then you test it and do it.

Oettinger: When I hear his question and
your answer I think I hear—but I'm not
sure—some relationship to some of the
things that we heard over the past couple of
years from Jerry Tuttle.” Am I right or
wrong?

Edmonds: Exactly, you're right!

Oettinger: ... so that conceptually what
you're doing is extending the implementa-
tion of some of those ideas that he ex-
pressed here about what he was doing in
the Navy. Is that right?

Edmonds: Absolutely, not only concep-
tually. Let me show you this next chart and
relate to it.

I take the same thought process I just
got through about interdependencies here
(figure 6). What I basically do is take op-
erations and put it in command and control.

¥ Jerry O. Tuttle, "Tailoring C3I Systems to Mili-
tary Users," in Seminar on Command, Control,
Communications and Intelligence, Guest Presenta-
tions, Spring 1988. Program on Information Re-
sources Policy, Harvard University, Cambridge,
MA, March 1989; and "The Copernican Pull," in
Seminar on Command, Control, Communications
and Intelligence, Guest Presentations, Spring 1993.
Program on Information Resources Policy, Harvard
University, Cambridge, MA, August 1994.

-170-



I don't break out intelligence as a separate
thing, because one of the jobs I had in the
J-6 was forcing C4I for the Warrior, not
C4and 1. SoIlook at it as operations.

You'll notice all these things here are
the other functions that support the
warfighter. Base/tactical infrastructure is
what you have on posts, camps, and sta-
tions. But all these things in the lower
right-hand circle are what I'm bringing to
the table now—the common operating envi-
ronment, the DISN (the information system
network that I told you about), the model-
ing systems. I have standards. We're doing
software engineering, we're testing the
stuff based on its architecture. This is our
enterprise infrastructure.

In his Copemicus architecture Jerry
Tuttle tried to take a lot of Navy systems,
all kinds, and he said, "Okay, I see 10 dif-
ferent intel systems. I'm going to take all of
those and boil them down into one." That

doesn't mean he got rid of all the applica-
tions when you do that. Out of those 10
you might have seven of those applications
left, because you can only throw away
three. You put your money on making
those seven better. If you make those seven
better, then you have about three of those
things left, because four of them go away.
Those things become very robust. But also
you get them by using good software
engineering techniques based on these stan-
dards—this common operating environ-
ment—and now you've got something to
plug into all kinds of systems. Basically,
that's what we've done. I'll show you
something that we evolved thattoin a
minute.

Now let me show you another picture
of this same thing (figure 7). It's important
to show it about three times. Let me tell you
why. Because, in working this problem,
you don't deal with just the operators, or

Intelligence

Tactical
Iinfrastructure

Cilvilian Personnel

Depot Maintenance

Total Asset Visibility
Materiel Management

Procurement command

Others

infoware/Security

Tech Base
Modeling EC/EDI
System Eng.

Enterprise
Infrastructure

Software Eng.
Test & Eval,

Figure 6

DIl Interdependencies
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just the technocrats, or just the resource
folks; you deal with the money people. The
center is DISA. I keep showing you stan-
dards, architectures, integration, and test-
ing. This band of Enterprise Integration,
though, shows you the commonality, or the
togetherness, or the teamwork that must
take place for this to happen. I can't run
these things out here. I'm responsible for
things like architecture, test and evaluation,
and standards. But this part, like EC/EDI,
belongs to the acquisition people. Mission
support belongs to finance, and personnel
belongs to them. Intel belongs to intel
folks, but together, we are going to inte-
grate this enterprise using these tools.

The reason why this is important is that
I want money from them. How am I going
to pay for this stuff? Then I do my part.

Also, I've been given this job in the white
area of the slide to help integrate it. I have
teams working with almost all these people.
I have from 8 to 20 people from each one
of those folks to do that integration. Now,
how do you capture this to do this thing
and make sure you don't lose it?

Oettinger: Before you go on to the next
slide, could you go back to that one
because I want to ask you a question again
to tie this to some other things. There is a
large literature out there, including some
books by a fellow named Paul Strassman,
who at one point was the sort of informa-
tion management guy in the Office of the
Assistant Secretary for C3I. As I read the
record, what happened under that regime in
following those ideas was that you created

Mission
Support
Applications

Intel
Applications

Base/Tactical

Infrastructure &
DISA Applications
[] shared

Il PSA/Services/Agencies/Other

Value
Added
Services

|

Megacenters

c2
Applications

Figure 7

Notional View of the DIl Funding Strategy
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a great deal of resistance and nothing hap-
pened, because it seemed like sort of a top-
down thing. Yet if I hear you, you seem to
be heading in the same direction, but by a
more consensual and cajoling and ride-on-
their-backs and get-them-to-do-it process.
Could you comment on that? I may be dead
wrong, but ...

Edmonds: What Paul did was correct. He
tried to get the functionals—I call these
folks functionals: the functional advocates,
the procurement people, the logistics folks,
the finance, the personnel, who are in the
Office of the Secretary of Defense (OSD)
and are responsible for those functions for
the department; I put them in the value-
added services to these guys—to improve
their processes. What he did correctly with
them was come up with a fund called the
Simulation Central Fund to give them some
money to go in and improve that process.
So if you did logistics all your life, and you
thought it was okay, but you didn't im-
prove it, he gave you some money to get
some outside people to come in and show
how they can do the process better. He also
gave DISA and these folks some people to
help them do that. These are technical peo-
ple as well as functional people.

Those people still exist. But what we
try to do, rather than sit over here and give
them a technical solution—issue it to
them—is build teams, like with the EC/EDI
folks. I have about 30 people working
electronic commerce. I pay the salary of
about 20 of them. They are technical.
They're computer people. They're com-
munications people, but they're also people
who know how to do electronic commerce
because they've been in procurement be-
fore. We're now putting this capability out
in the Department of Defense and also the
government. As a matter of fact, Secretary
Shalala already hooked the Department of
Health and Human Services into the back-
bone. The states of California and Okla-
homa asked us to do the same thing.

Student: So basically, General, what
you've done is created your own consulting
agency.

Edmonds: Except we don't consult. We
also work. As a matter of fact, what I tell
people is: "I don't need any consultants,
and don't tell me how to do it. Let's get to-
gether, roll up our sleeves and do it!"
That's exactly what we do, because the
consultants want to sit around, talk, and do
studies. I've got a lot of money to go to
colleges and universities to do studies for
me. I don't do studies. You do. We do C4
right.

So that's exactly what we've done. So
we're trying to take this from a little differ-
ent angle and be more consensual here with
the group.

Now in Washington, I learned a couple
of things. You've got to come up with
some kind of way to institutionalize what
you're doing, or when you travel on to the
next place it's gone. So we came up with
the DII master plan (figure 8). DII is the
Defense Information Infrastructure, and so
you won't get confused, there are a lot of
"II"s. One thing you should know is that
the IIs are the same: information infrastruc-
ture. There is the DII, which is defense;
there is an NII, which is national; there is a
GSII, which is government services; and
there is a GII, which is global. All those IIs
have some connection to the information in-
frastructure, and that's also the superhigh-
ways. They all have a purpose, they have a
place. We do the DII right.

What we've done in building the DII
master plan, for a couple of reasons, Tony,
is also to institutionalize what you're say-
ing. We have an overview, but in here we
have DII elements—the same things I have
in that puzzle back there: initiatives and op-
portunities. In that arrow (Section 2, DII
Elements), you have baseline and migration
initiatives. In the migration initiatives, what
we've done in each of those functions—
personnel, finance, procurement, logistics,
command and control, and intelligence—is
put a chapter or section in to tell us how
they're going to migrate their systems
forward for the future, either new systems,
commercial off-the-shelf, or old legacy
systems that they're going to modify,
change, or whatever. I've told them that
I'm willing to help them do that by doing
some prototyping. I will take some of my
money and help them prototype. So when
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DIl Master Plan
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Figure 8
Dil Master Plan

we do that puzzle down there, right now
down at Warner Robins, we'll try to take
some of those pieces and start tying them
together to allow them to do cross-function
and cross-service exchange of information
between maintenance, supply, and finance.
We're the ones who are going to help
mtegrate that, without contract support.

At the bottom of the slide is our timeline
to have a lot of this done. Since October
1994 we have upgraded two versions of
this master plan, and in three months we'll
have the third version. Why so many ver-
stons? Because when we first started folks
didn't take us seriously. They didn't think
we could do a good product. We did a
good product in the first one, and then
people got very excited. The second prod-
uct was absolutely superb, and now people
really have taken up this document, and this
DII master plan has become part of the
Joint Staff planning cycle that starts with
the defense guidance. The program people
in P&A (Programs and Analysis) and the
Comptroller are going to take this master

plan and see how the functionals are doing
based on their plan in terms of funding
things and making progress. It was a very
important step for us because we were not
in this cycle before. This was all the do-
main of the CINCs and the services and the
Joint Staff. So we broke through with that.
In the next few slides I'm going to take
that old puzzle that I showed you, and I'm
going to explode a few of those pieces off
that for you and talk about them a little bit
and let you know how we do it. You've got
to eat an elephant a bite at a time, you can't
eat it all at once. So we're going to eat this
elephant a little bit at a time, and we're go-
ing to explode these pieces. These are the
pieces I'm going to explode for you today
(figure 9): the Global Command and Con-
trol System, the message piece, the DISN
piece, and the security/INFOSEC piece.
Now why those four pieces? Let me
Just give it to you in a nutshell. If I were
king for a day and didn't have to do any-
thing else, I would do that bottom piece of
the puzzle because that's kind of like how

-174-




Defense
Information:

i Systems

"”N"‘”""."C

Figure 9
Dll Near-Term Requirements

you open the door and build your house.
But first is the GCCS piece, two is DMS—
the messaging piece (and we save a lot of
money when we're doing this one; I'll
show you a chart on it), and DISN is the
transmission piece. So you have command
and control, messaging, transmission—
very key pieces. This is why DCA, the old
organization, existed before: to perform
these three functions. Those functions still
exist. We have to perform them as the
baseline of what we do. We still have to do
that right. But over here is a new piece:
information security or information
warfare. GCCS, DMS, and DISN must
have a degree of security associated with
them. So security now has become a very
vital piece of what I must do as part of my

baseline work. I must do security if I do
nothing else. So I will talk about them very
briefly, and we'll get rolling.

The first piece I'm going to talk about is
GCCS, because that's the most important
piece to me. I'm biased, because I did this
at the Joint Staff. This is the mid-term part
of C4I for the Warrior. Qur quick fix was
translators to take similar systems and make
them talk to each other and exchange in-
formation. We did that successfully and, 1
might add, we declared victory in about 9
months. The mid-term was GCCS, and
what we did is we took the Navy's OSS,
Operating Support System—their joint
maritime system—and we grew it to a joint
GCCS. Let me tell you what our objective
was (figure 10).
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The Vision

The warrior needs a fused, real-time,
true picture of the battlespace and the
ability to order, respond and coordinate
vertically and horizontally to the degree
necessary to prosecuta the mission in
that battlespace.

Figure 10
Global Command and Control System (GCCS)

Oettinger: This, I presume, is sort of the
successor to what used to be the WWM-
CCS and so forth?

Edmonds: It will be. That's right. As a
matter of fact, that's a good point. On
September 30, 1995, we're supposed to

turn off the old WWMCCS (figure 11). It
is a very expensive system, deliberate plan-
ning, no real-time command and control,
and people hated it, but it was the only
thing we had. It was a real mainframe com-
puter-oriented system with a lot of security,
and we couldn't share it with allies. So it's
going to go away. This GCCS is going to
provide that real-time, fused picture of the
battlespace, the ability to respond and co-
ordinate vertically and horizontally in that
battlespace. That's what this system can
do.

I can tell you right now that when we
got ready to go into Haiti, I could sit in my
operations center and the President of the
United States, the Secretary of Defense,
and the Chairman sat in the National
Military Command Center in the Pentagon.
We could see those 60 airplanes that took
off from Pope Air Force Base all the way to
Haiti, and we could see them when they
turned around and came back, because we
had a real-time picture of that battlespace.

Objeactive:
+ Real-time, true battlespace picture

+ Vertical and horizontal connectivity
to assigned and coalition forces

» Global infrastructure

Accomplishments:
+ Installation of all CINCS underway

+ Version 2.0 of software being fielded
» Working to transition off WWMCCS

Future:

+ |nstall all CINCS and WWMCCS sites in
1995

+ September 1995 tum WWMCCS off

+ Integrate “best of breed” functionality
from services

Figure 11
GCCS Is the Heart of C41 for tha Warrlor
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We could also see the combatant ships in
the area. We could see them as if we were
sitting out there, and they could see the
same picture I saw. It took us 48 hours to
put the system into the Pentagon. It took us
12 hours to put it in my operations center.
It is absolutely that responsive.

Student: Sir, we have 10,000 questions
about what you said, but one example is
that General Shelton* was here a couple of
weeks ago and talked about some of the
high-level phone calls he got in his Hum-
Vee on his MSE (mobile subscriber equip-
ment), and he was amazed by all of that be-
cause a lot of it came from the White
House. He was just surprised at the con-
nectivity.

I'have two questions. I hope I'm in the
right realm here. There was something
called the Joint Task Force Advanced
Technology Demonstration and Advanced
Concepts Technology Demonstration—
ATD and ACTD—and ARPA (Advanced
Research Projects Agency) is doing a lot of
that. Are you involved in those demos, and
if so, how?

Edmonds: ARPA and DISA have a joint
program office designed to do technology
instruction for all of this stuff we're talking
about, and we have a quarterly review of all
the projects and things we do. We also
have had a Joint Warrior Information
Demonstration every year in August or
September for the last three or four years.
The Army was doing it for three years
while I was in Joint Staff J-6, and I liked it
so well I took the program from the Army.
It was called STND—Secure Tactical Net-
work Demonstration—and I called it Joint
Warrior Information Demonstrations. A
CINC sponsors it every year (CINCPAC is
sponsoring it this year) and a service is the
lead service for each one of them. We take
this very technology, the very concepts
we're talking about, and we demonstrate
the ways to do it,

If the users like what they see when we
demonstrate it, we leave it with them, as we
did with collaborative planning. I was out

* Lieutenant General Shelton, 18th Airborne Corps
Commander,

in San Diego in August 1993, and we had a
program called Target that ARPA had de-
veloped for collaborative planning. We
planned a whole scenario for Korea in 30
minutes using video and this collaborative
planning. The CINC liked it, and the Joint
Task Force (JTF) commander liked it. We
now have that software program and are
trying to integrate it into the Global
Command and Control System as a module
so that anybody who wants to can use it.

Student: Okay, sir, I've got it. Thank
you. Let me ask you this. I'm sensing that
the capabilities that you're offering are so
sophisticated that they're outpacing the
ability of a prospective JTF commander to
keep up with them. Here's what I mean.
Currently when we select JTFs, it's either
done ad hoc—you know, guys from varied
headquarters—or we build on a service
component, a three-star guy that the CINC
has. Let's say that Admiral Macke and
CINCPAC turn to Lieutenant Jones, 1st
MAC, and say, "I want you to do this."
Well, unless he's been working with so-
phisticated things such as you offer in these
systems, I don't see how he can use them
to their full robustness.

Edmonds: That's a good point. Let me
tell you two things. First of all, this tech-
nology we're talking about right here is
mostly point-and-shoot/click kind of stuff.
That's the first thing. The second thing is
that, based on those kinds of concerns,
we're filling it ourselves right now: we're
putting teams on the ground for training,
and we're going to keep teams on the
ground training for a year, and supporting
it for a year. The problem hasn't been the
fact that it's sophisticated; the problem has
been that those three-stars you talked about
have a tendency to want to stay with the
things they know and they've done. A lot
of that is outmoded, outdated, and not very
useful, and most important, it's not inter-
operable with anything else around. As a
matter of fact, General Shelton was happy
with that MSE he had out at Haiti, but I
was not very happy about it at all because
the only way he could make that phone call
was for me to run a communication line all
the way back to Fort Bragg, back to an
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Army post, to talk to an MSE kind of thing
because it's an Army-unique capability.

Having said that, every day we're try-
ing to find ways to make that a transparent
problem so that we don't have to go back to
Fort Bragg to do that, because it's cheaper
to go from a satellite right into Haiti, or
from the Mount Whitney right into Haiti,
rather than go back by way of Fort Bragg.
Until such time as the users get this kind of
capability in their hands, they're going to
keep using those old capabilities. They will
keep being limited by the information they
have available to them, because this sys-
tem, for instance, can give them intelli-
gence, it can give them operations, it can
give them weather, it can give them all the
things that they have right now that take
them four, five, or six systems to get.

What else are we doing? We also just
created a five-day course out at George Ma-
son University for orientation, to try to get
two- and three- and one-star potential Joint
Task Force commanders to understand
these kinds of things. We're also sending
kids from Keesler Air Force Base (the Air
Force training center) around to military
bases and posts teaching this kind of stuff.
We're also putting a course on DISA and
on GCCS onto our DISA network on the
Internet so people can pull it up and go
through step-by-step instructions.

The real case here, where you make a
good point, is that nobody expected us to
be successful. They thought it would be 5
or 10 years and a $500 million or $2 billion
program. WWMCCS cost $350 million
when we started doing this. Today I'm
maintaining the old WWMCCS and
implementing this program with $107 mil-
lion because the technology is cheaper,
we're doing client/server instead of main-
frame, we're point-and-shoot, we took all
the software like Windows, like when you
use Microsoft, to do this. The only thing is
that people kind of say, "I don't get to see
all of this. You guys must be doing some-
thing funny in the back room." The fact is,
that's the beauty of this technology. If you
don't bog yourself down with some old
legacy stuff that won't allow you to move
when the technology changes, you're okay.
So what we've done is try to change the
mindset. This technology will change every

18 to 24 months, in my opinion, and if you
buy into anything that will not allow you to
refresh yourself, you're buying yourself a
real low stall. That's why the ARPA/DISA
office for technology keeps this stuff fresh,
so it won't get old.

Student: Sir, I tell you, this is great. I'm
listening to your last sentence so I won't
monopolize the entire discussion as I often
do. I want you to know that next month
I've been invited to the Pentagon to brief a
concept I have called "Joint Task Force
Headquarters 21." It's a structure of Joint
Task Force headquarters for the 21st cen-
tury that involves each CINC getting a
standing JTF. One of the main reasons,
among others, for these standing JTFs is so
that when increasingly sophisticated tech-
nologies and systems such as this come
out, you have guys who are dedicated to
warfighting at the joint level, and they can
continually be refreshed on this kind of ca-
pability. They'll know what all the services
can do in terms of warfighting and be able
to integrate these things synergistically, et
cetera. So I just want to let you know that
this is great.

Edmonds: That's what I want to do.

Oettinger: Stay with it for just one
second because I want to pursue your
question.

Student: She looks like she's going to
throw her coffee on me if I say anything.

Oettinger: That's all right. I'm saying
it—you're not, you see—so you're off the
hook. She can throw her coffee at me.

I thought you might be going in a
somewhat different direction because the
question you raised struck me as rather
similar to some of the questions that Admi-
ral Owens put before us when he was
here.* We say this is all well and good. It is
remarkably here today, as opposed to being
always on the drawing boards. But the
question he was raising was that, assuming
not only this but some of the other things
are now reality, then the whole concept of

* . + e .
See Admiral Owens' presentation in this volume.
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what you do on the battlefield may be pro-
foundly altered. You may recall I took issue
with him on the notion that total battlefield
awareness might not be real dominance, et
cetera, but if you accept the notion that, ab-
sent the usual countermeasures and so on,
something radically different might happen,
you really have to think it through. The fact
that it may get degraded by countermea-
sures 1S a whole other matter. But I think
that you're seeing the beginning of some-
thing which may require fundamental re-
thinking of what it is you do.

Student: I strongly agree.

Oettinger: We want to tie that back to
Admiral Owens' remarks and the discus-
sion we had at that time, because you're
sticking a little close to what happened to-
day and tomorrow, and General Edmonds
was trying to get us to talk about down the
road. This may be a whole new ballgame.

Edmonds: As a matter of fact, I modeled
Admiral Owens' 2010 notion. I spent two
hours with him and Dr. Deutch and I've
gone back to model what happens with all
this stuff in 2010, because that's what he
wanted to ask about. I told them I can deal
with 2010, but the thing I've got to get us
up to is right now, because right now I
don't have a lot of force structure who
understand this stuff. They're wedded to
the old ways, and the reason for it is be-
cause they didn't think about doing any-
thing and we've got something for the
warrior right now. Also, we've got CINC
and service participation.

But the main thing we did is, we had no
grand design (figure 12). I would not let
anybody design a program for me and tell
me "Here are the milestones, and here's
what you're going to produce at the end of
those milestones." I would not. The way I
got around that is that Admiral Jeremiah*
took me up to meet Deutch and Perry and I
said, "Okay, this is what we're going to do
for C41 for the Warrior. We have a quick-
fix phase, a mid-term phase, and an
objective phase, and we are in the mid-

* Admiral David E. Jeremiah, Vice Chairman,
Joint Chiefs of Staff, 1990—1994.

= Get capabillity to the warrlor now!
= CINC and service participation key
* No “grand design”

= Modular design

Figure 12
A Tough Challenge

term. The objective I can deal with any way
you want me to deal with it. Just tell me
what year to pick. But no great design."

Up until now, until they put the IG
(Inspector General) on me, I had refused to
go to a MAISRC (Major Automated Infor-
mation System Review Council) or DAB
(Defense Acquisition Board). I'm imple-
mented now. So now the IG said, "Okay,
you can take this off because you haven't
done it like everybody else. We're going to
let you go ahead and do this because it's
good and the warfighters want it, but I
want you to go ahead and give me a life-
cycle program after October." I said,
"Okay, I'll do anything, because I'm going
to be finished with this by October." So I
agreed to that. But "no grand design" is
important, because I have changed more
than once in terms of the direction in which
we took this program. When I left the Joint
Staff, the only thing the Chairman said
was, "You can leave the Joint Staff right
now and go to DISA if you take GCCS
with you, because I don't want this design
to change."

Modular design is critical. If you have a
module for fire support in the Army that is
the best module for fire support, and ev-
erybody will need a fire support module,
we'll take that module and plug it in, and
we'll kind of fix it up so the Navy and the
Air Force will like it, and then that will
become the fire support module. And we'll
change next year!

Student: This is great stuff!
Oettinger: Leave it right there, because

again I want to underscore that "no grand
design" for those of you who are not
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cognoscenti. Look at the record of the last
and preceding years. The orthodox view is
that the only way you do this is by having
grand designs to implement, et cetera, and
of course if you look at Tom Quinn's
comments,* there is a 10-year procurement
cycle, so by the time your grand design has
been accomplished, it is obsolete 10 times
over. The notion that in order to deal with
current technology change, external world
condition change, et cetera, you have to do
what is being described here, and to see
that advocated not by some wild-eyed
speculator, but by a three-star general who
is responsible for getting something done,
is a radical change that has happened over
the last year or two. So you're witnesses
here to a radical change in the way things
get done. Is that a fair statement?

Edmeonds: That's a fair statemént.

Student: But sir, what's the downside of
that? There's got to be a bummer in there.

Edmonds: Its downside is that if you
change horses in the middle of the stream,
you'd be dead. If I hadn't taken this pro-
gram from the Joint Staff to DISA, this
program would probably be in trouble. As
a matter of fact, the very people who want
you to do the grand design will take the
power structure and put it against you. We
had to fight for money. We had to fight for
how much testing we were going to do,
how much documentation we were going to
do, how much this we're going to do, how
much that we're going to do. We're going
to fail, or the customer will be happy.
Customer participation has been very
important to us. The only way we survived
is that the CINCs and the warfighters said,
"We need this!"

Oettinger: Correct me if I'm embroider-
ing nonsense, but aside from personality

* Thomas P. Quinn, "Acquiring C3 Systems for
the Department of Defense: Process and Problems,"
in Seminar on Command, Control, Communica-
tions and Intelligence, Guest Presentations, Spring
1994. Program on Information Resources Policy,
Harvard University, Cambridge, MA, January
1995.

and politics and so forth, one of the other
things he said earlier is that the technology
is getting cheaper. So if you're in a period
of declining budgets, and you have this
mission and continuity that he just de-
scribed, and you're able to take old pro-
grams that cost yea, and you do it 10 times
better at less cost, you have a chance. If
you tried to do this in a period of rising
technology costs, then, everything else be-
ing equal—including his three stars and his
approach to things—it would probably be
dead.

Edmonds: Yes, because you could not
sustain it. You'd go back every six months
and you'd have a program overrun, and
then the program leaders would just kill
you. [ can get almost as much power on a
minicomputer now as we could get on the
old mainframes that cost you a lot of money
to maintain, and every time I turn one off, I
save money. That's what Jerry Tuttle did.
Jerry Tuttle turned off WWMCCS comput-
ers in the Navy, took the money, and put
communication on the ships. He did it
without telling a lot of people what he was
doing, and by the time they woke up, it
was done. Then they asked, "What has he
done?" I remember the message he sent out:
"If you're in the Navy and you want to do
some WWMCCS processing, the only
place you're going to get that done is at
Norfolk." There were no other Navy
WWMCCS terminals or mainframes. Every
time he turned one off, he saved millions of
dollars. He took the millions of dollars and
he bought SHF (super-high-frequency)
satellite capability for the ships. Now watch
them do it!

Student: General, how portable or easy
is it actually to get this to the warrior? Can
you put this on an airplane? Can you put it
in a tank?

Edmonds: We can put it on an old
NEACP (National Emergency Airborne
Command Post) now called NAOC
(National Airborne Operations Center). The
objective of this program is to run on any
platform you can get. We've tried to be-
come platform-insensitive. Right now we
know of two that run it without any modifi-
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cations: HP and Sun. DEC has invested
their own money to run it. The reason why
it's important is because if you go into the
system and you already have a Unisys en-
vironment, I don't want you to go buy a
bunch of hardware. So we're going to
make this software available to people to go
in and find out how to run it on a laptop.

Student: A follow-up question then: If I
can run this on my laptop, or if I can run
this in the back of my aircraft or whatever,
what's the medium that gets the information
back and forth that makes it a live system?
How are you transmitting it?

Edmonds: We use all of them. The
DISN, that Defense Information Systems
Network, includes commercial satellite,
military satellite, fiber, air-ground UHF,
air-ground SHF. The Secretary of Defense
uses SHF on the NAQC.

Student: So, a final question then: What
I would do is, for example (because I know
airplanes), I take this laptop, I plug it into
one of the radios on my aircraft, and then
use that?

Edmonds: As a matter of fact, it's what
you would put in your bus, because I want
you to have a monitor bus in your airplane
in the future. You do data processing and
fiber on the airplane so you can put a bit
through quick, and you can do bus com-
munication packets, rather than a stream
that had to be very wide. You want to do
data compression and, as a matter of fact,
we're doing that right now.

Student: Which is also easier to protect
as information.

Edmonds: Exactly!

Oettinger: Again, if I may underscore,
you're riding a trend that will last (as far as
we can tell) for the rest of your working
life. Because that stuff is getting not only
faster and cheaper and better, but also
smaller, the old shibboleths about "There is
no room in the platform and we cannot tol-
erate the weight” are gone, because you can
always take out old heavier crap and replace

it with smaller, cheaper equipment that will
fit in the space. As a matter of fact, you
save weight and space, so that there's an
extraordinary confluence here of technol-
ogy and organizational opportunity and
budget, all of which you have to look at in
order to understand what's going on.

Edmonds: That's correct. We have some
airplanes at Andrews Air Force Base, 137-
Bs, old models, that we use to haul people
around. They're going to go out of inven-
tory in less than five years, so we can't do
any modifications on them. So the Secre-
tary of Defense asked me to look at fixing
some of those airplanes’ communications,
because they're really bad. But I got the
Secretary of the Air Force to agree to one
thing: let me take out the old equipment,
and just put a plug on there. So now when
they use those airplanes, they come with
two suitcases. They plug in the computer.
They plug in the comm—the radio, modern
stuff. And it went up, just like that,
overnight.

I'll tell you something else we're doing.
We put INMARSAT on some of those
same airplanes. We put airphones on the
same airplane. We have a problem with se-
curing the airphones, like the ones you
have on the regular commercial airliners. If
you could secure them right now, I'd have
them on all those airplanes. So I have NSA
working on securing those airphones, be-
cause those technologies are available to us.
The throughput is fantastic, and the quality
is good. I got on the airplane and flew
around up to New Jersey to check the qual-
ity I could get for the Secretary of Defense.
This stuff is not very expensive. You're
talking hundreds of dollars and tens of
dollars rather than millions of dollars. On
new airplanes, when we get those, we're
going to harness packed modules, so you
can take modules and plug them in or out—
bus. That's the way we're going to go in
the future. Technology costs, sizes and
weights are helping us because it's happen-
ing so rapidly. So that's why you don't
have to worry about what you're doing to-
day, because tomorrow I'll give you
something better.
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Student: General, if the vision of the in-
formation infrastructure that you suggested
will allow users at all levels to use the same
information, and have access to information
horizontally and vertically, does that not
lead to a new vulnerability in the sense that
now everybody's sharing the same infor-
mation? And not only that, it's reaching ev-
erybody, so if you're sharing the wrong in-
formation, then the damage done could be
very great.

Edmonds: The sharing of information is
a good point. The notion is that you're go-
ing to have selective availability of data to
people who need to know certain things.
We've always had that as a criterion. For
instance, if I'm in intelligence and I need to
know some intelligence information, that's
one thing. If I'm in logistics, I probably
don't need to know much about SIGINT
(signals intelligence), for example. So you
need access codes and those kinds of
things.

Remember the definition I had about
fused information? I've always said, and I
believe this in my heart, that I would not
want to make a decision based on one bit of
information unless I was in a critical situa-
tion. I want two, three, or four sources of
information to fuse in order to come to a
conclusion. That's kind of how we make
decisions. Except in the past, we've taken
days and weeks to come to those conclu-
sions, and now you can do it right now. I
get some human intelligence, I get some
signals intelligence, communications intel-
ligence, so you know this as of seven
o'clock this morning. So if you know what
the weather is now over Baghdad, I can tell
you what it was at seven o'clock this
morning, or I can give you a feed at two
o'clock. A lot of information can be
perishable.

Let me tell you another thing, too. The
other notion that we kind of thought about
in this whole process here is that we ex-
pected that the warrior will want to have a
certain amount of information already cap-
tured, as the basis of what he's going to
do. For example, in a war plan, you have
target sets. We have them all the time. You
have offset points, aim points for dropping
your bombs, and that kind of stuff. Some-

times you also want to make sure that you
get intelligence to update the information
that you already have rather than get a
whole new dump. So on my way to my
target area, I can get a new bit of informa-
tion that the target I was about to hit is now
gone, or they rolled in some surface-to-air
missiles, and now the threat is no longer at
this level, it's at that level. So I either have
to go higher or go around or do something
else. I want to get information pull more
than push. I never felt that the warrior
wanted this information just for the sake of
having it.

Oettinger: I sensed in his question some
overtone also of trust, and it seems to me
that over lunch you said a few things about
the people involved, which might be worth
reiterating here in this context.

Edmonds: That's a very good point. Re-
member I mentioned a program called Tar-
get, and I said it was collaborative plan-
ning. There are two good things about col-
laborative planning. One, it has a video link
and an audio link out to the warfighter. You
can see them and you can hear them. A
very critical thing about warfighting, and a
very critical about planning and this whole
thing, is trust and knowing people. There
are several people who went to Harvard
with me, they went to Capstone—my one-
star course—with me, and they went to war
college with me: both allies as well as other
services. General Sheehan is the ACOM
commander, the CINC. He and I were
Capstone classmates. The Vice Comman-
dant of the Marine Corps and I were class-
mates. A lot of my classmates have four
stars already, but you know, that's not all
bad. It's really good. I live on a street with
35 generals and four admirals, and we get
to know each other.

One of my war college classmates was
Prince Khalid, the guy who was the
coalition co-commander with General
Schwarzkopf out in Desert Storm. Khalid's
brother is ambassador to the United States
from Saudi Arabia. I know them very well.
So if we're getting ready to do secure voice
with them, we provide them with secure
telephones, and we provide secure conver-
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sation with them. It's the same thing with
the French and with the British.

There's a certain amount of credibility
that comes with knowing whom you're
talking to. In most of our secure voice, es-
pecially the good stuff that we have now,
we have voice recognition. I know I'm
talking to you. I know you're telling me
good information. That's the best credibil-
ity I know. A platoon sergeant or a tank
guy who is driving a tank hears his com-
pany commander say, "Okay, troops, this
is the order of the day." Everybody can
hear him, and you can authenticate to get
good information. So this mutual trust in
the system is kind of like the question you
asked about training Joint Task Force
commanders, training Joint Task Forces
before you go, so that you know how
you're going to fight when you go and it
becomes routine for you. That's all a very
important part of this in terms of keeping
your confidence up.

Student: In fact, I believe that training
and all that would help to increase the trust
and so on, but actually the problem could
be the other way: that you become so de-
pendent on something when you don't even
know what's going on. It's just this elec-
tronic medium that's invisible, and you just
plug it in whenever you want information.
You become kind of dependent on it. I re-
member Admiral Owens also made a re-
mark about taking out some of the so-called
obsolete old systems like SRS and T-1, and
said he was the one who was very much
for it: just take it out and don't worry about
it. So you are going to have less access to
systems which you have more direct
control over, and you're just going to
depend on your intelligence inputs from
this big infrastructure.

Edmonds: There's nothing better than
human intelligence, if you trust it. In the
Special Operations Forces, I would put my
trust in five guys from Special Operations
Command on the ground in our enemy's
capital rather than 25 orbits around the
globe. If I have those 25 orbits, I'll take
them and validate what they've already told
me, but five guys whom I drop behind the
lines, who then will go and tell me where

the power plant is for the target, are worth
their weight in gold. And so, I don't ever
think one bit of information is what you
want to go on.

The other thing is: we can give you not
only electronic information, we can also
show you pictures. What Admiral Owens
can tell you, and I can tell you here, is that
we can put in your cockpit the real picture
of the target so you can look at it and say,
"Yes, that's it!" We've got target parts and
navigation parts in our LANTIRN (low-
altitude navigation targeting infrared for
night). We can put a building right over
there on the pod, on the sensor, and pick
that building out with everything on it, and
know that's the right building to hit. With
some of our tools, we can go right through
that third window from the right over there.
That's pretty good information. That's
credible information.

Information is the real difference here
between winning and losing the next war.
Al Campen* will tell you that in the last war
we had our eyes and ears on. The enemy's
were off. We turned his off. That's the dif-
ference. If I can put a missile through that
third window from the right from three
miles out, and I can launch my rocket and
leave before they even know it's inbound,
that's information, that's power. I have all
the confidence in the world in that. I've
seen it done in practice; I've seen it done in
real. So that's the kind of confidence
you're looking for, really. Believe it or not,
10 years ago I would have said I would
have problems with technology, but today,
technology is that good. As a matter of fact,
it's almost too good.

Student: You keep talking about the user
in this whole loop. How does a system like
this affect the sources? I'll ask it three
ways. Does it increase or decrease the num-
ber of sources that are required? Does it
change the proximity of the source to the
actual event? And how does that affect
those sources? Do you need more? Do you
need less?

* Alan D, Campen, The First Information War:
The Story of Communications, Computers and In-
telligence Systems in the Persian Gulf War. Fair-
fax, VA: AFCEA International Press, 1992.
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Edmonds: All of the above. Let me give
you an example. On the screen of the
Global Command and Control System, I
can click on an icon called Intel. Based on
what I want to know, I can click on the
next thing, and it will tell me what I want to
know. Do I want imagery? Do I want SIG-
INT? Do I want to deal with InteLink? In-
teLink is a thing they put in about a year
ago. It goes around to all the databases, the
CIA, FBI, DIA, NSA, and in those
databases they've got old historical data that
shows you pictures, information about
Guatemala or whatever, and you can study
it. You don't have to print it, you can just
study it. That's one bit of information.-Oh,
by the way, you want some HUMINT?
You can get some HUMINT that's been
debriefed and put into the system. You
want to get communications intelligence as
of right now? The thing about it is that you
always have a picture of the battlespace.
You know that the P-3 might be up. You
know that the E-3 might be up. You know
the JSTARS (Joint Surveillance Target At-
tack Radar System) might be up. If you
want that datalink information, real time,
live, right then, you can pull it. Whatever
you want! It's the user, it's the customer,
it's the commander, it's the operator. What
do I need to make my decision? What do I
need to do my job right now? If it's some
data from last week, I'll use that. If it's data
I need today, right this moment, I can pull
that.

That's what we're trying to give them:
that kind of fusion, that kind of information
pull. Admiral Owens talked about those
UAVs (unmanned aerial vehicles), down-
link and everything, and they're going to
give you more options, more information to
pull. What are they looking at? They're
looking over there, 200 miles out. They're
looking 20 miles out. I'm on a ship, an
Aegis cruiser, and I've got all kinds of stuff
to do the same kind of things. I look at this
a?d I say, "I have my mission for today
also."

Student: What kind of retrieval message
do you use? If you want people to pull in-
formation, you have to give them a lot of
leverage, because somebody should be able
to say, "I want anything about Guatemala.

I'm not really sure what I need, so give me

Edmonds: In-this system, we have a
structure, and our focus is the Joint Task
Force commander, the person on the scene
running the show, as the center of our uni-
verse. You have to start at the center of the
universe. It's easy then to let anybody
above him have a terminal or a screen to
look at it.

Another very key thing is that we made
a conscious decision to make this system be
Secret and below, not Top Secret, not
codeword, not compartmented information
where you have to know everything about
everybody to get the information. So this is
not something that's going to give you
some great big advantage. If you aren't
cleared for that information and you happen
to see something, you don't have to say,
"Hey, this is something I need to do
something with." The fact that it's going to
be encrypted means we don't worry about
people who don't have a need to know
having access to the information, because
they're going to have clearances.

So let's say you're in logistics or sup-
ply. We don't really care if you find out
what the weather is over the target area. So
we're not going to limit your access to the
weather. There might be some things we
might limit access to, simply by code, by
the need to know. But we really want the
warriors be able to pull the information out
of this system, whatever they need. I don't
think the warrior in this case will necessar-
ily always be the guy who is pulling the
trigger. If you're the logistician providing
bombs and bullets for this mission, you're
one of my warriors. You've got to get
those bombs on the flightline. You've got
to requisition some more. If you need some
pilots or some infantrymen, and they're
back in Fort Hood, Texas, or some tank
drivers, you've got to go into the personnel
system and order some personnel, so you
need to have access. This program has a
security plan, a security architecture, and
we've structured it around those kinds of
things. But the center of our universe is the
Joint Task Force commander.
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Oettinger: I'll let you move on, but I
think the thrust of the question in part was
that you've got these floodgates, you've
got all this stuff for the guy, but how does
he know what to pull and how to interpret
it? I guess the short answer is that tools are
being developed, people have to learn, and
today's three-year-old will do it better than
anybody in this room because although
you're all young, you are already too old to
master most of these systems, and for
three-year-olds who sign on and teach
themselves, it will be different.

Student: My two-and-a-half-year-old
does that right now on the computer—log-
ging on, changing programs, and all that.

Student: Jumping on that point then,
Professor Oettinger, when we talk about
operators—the junior enlisted company-
grade officers—are the skills that are being
required of these systems in sync with (a)
the quality of recruit that we're trying to
get, and (b) the missions and skills that the
Training and Doctrine Command is putting
out in training these people? Or are we
hoping that there is also a leap in the
educational system so that our youngsters
are getting to learn this?

Edmonds: The youngsters are not the
problem. The problems are the oldsters.
The youngsters can do it in the speed of
light. As a matter of fact, the people who
do most of the demonstrations are two-
stripers and three-stripers. We showed this
to Dr. Kaminski* over at my place. We had
somebody who had been on it for about
four hours doing a demonstration for us. I
used to do computers years ago, but I did-
n't do any computer operations kind of
stuff like e-mail until about three years ago.
I just refused to do it. I don't want to be
one of those.

One of the volumes in our technical ar-
chitecture is a man-machine interface vol-
ume. But the funny thing about it is that
after you start doing a little bit, one click
leads you to the next click. You almost
can't miss the right clicks. I keep trying

* Dr. Paul G. Kaminski, Under Secretary of
Defense for Acquisition and Technology.

what I think might be hard, but if I miss the
first click, usually the second one is okay.
That's why I made them do click-and-shoot
rather than all this "Open Apple 3, 4, 5, 6,
7,8,9,10..," because I didn't want to
learn all those numbers and alphabets.

So basically we got a mouse. You click
and you say, "Okay, Mission, click," or
"Fighters, click.” It's a picture! Most of
them are pictures. There are not an awful
lot of words. We click and shoot. If you
want to see ships, click on the ship. If you
want to find the Eisenhower and how many
airplanes you've got on there, click on
weapons systems, airplanes. Click on
munitions. You've got a bullet sign there.
We really have done this thing that way be-
cause all those guys will have read that
there will be an E-7, E-8 somewhere in the
system who will say, "I can't get through
this thing. It's absolutely too complex to
give you the information you want, boss."
I don't want that E-7, E-8 doing the work.
I want that boss to be clicking, and when
he clicks on that screen to see it, everybody
says, "We've got 18 airplanes, click.
We've got 24 bombs. We can do 18 mis-
sions plus 6," or whatever you want to do.
You can do planning.

You know what's good about it? As
Tony said, we've done so well with this
enterprise integration now that as we take
down those bombs and put them on those
airplanes to do the mission, we're taking
out my supplies at the same time, and it's
also creating the requisition to order some
more. That's happening in this system. So
the commanders then say, "Okay, let's
have our staff meeting. You go back and
debrief. We're clicking and shooting."

To tell you the truth, the old guys my
age and the rest of them are trying for this
stuff not to be good. They keep looking for
the panacea. "Oh, this couldn't be this
easy. This couldn't be this simple. This
couldn't be this cheap. You can't do this
for one-third the price and give us all this.
There's a catch somewhere, Al, where is it?
What are you going to tell me tomorrow?
Are you going to tell me you need
$2 billion tomorrow? You can't install this
stuff, can you?"

Let me tell you something else. As we
were installing it, I had guys say, "You
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have no business installing this stuff." I
said, "Why?" "The services should install
it." I'll go back to the question we had a
few minutes ago. The services don't have
the talent to install it because they don't
know what it is we're trying to do. They've
been fighting the problem. They're waiting
for five years to go by to get on board. So
we want to make sure it's successful.
We're installing it, but we're also training,
and we're paying for it, and we're teach-
ing, so it will be successful. They don't
have another choice.

So it's breaking culture. It's breaking
down the paradigms that everybody has
been used to doing. "Don't worry about it!
It won't come on my watch. Ten years
from now, I'll be retired, and you guys will
still be trying to do that. You'll need five
starts and the program will take your
money from you in the fourth year because
the program manager can't explain what
happened to the money three years ago." |
have a program like that right now. They
gave us $150 million three years ago to do
something this year. All the money's gone
and they can't figure out why we didn't do
anything. I said, "I wish I knew."

When I showed it to the Chairman, he
said, "This is fantastic!" I said, "What do
you mean?" He was out in Washington
State, working with technology doctrine
kind of stuff, and it ended up it couldn't
produce anything because they always
brought the killers in to tell what they
needed. By the time they got it all defined,
one killer left and a new killer came in. One
was artillery, and one was armor, and they
had different needs. If you look at the his-
tory of our acquisition system in this gov-
ernment, very rarely has it produced any-
thing other than those big ticket items
where you go out and tell somebody to
build a lot of airplanes for us, and we
would modify them a lot. But things like
this they never produced, never.

Now let me move on so I can answer
some more of your questions. As a bonus,
we only reengineered what was appropriate
(figure 13). We checked the all the users
involved. I paid for the users' TDY (tempo-
rary duty). I paid for their travel to come up
and sit down with us. "Play with this! Tell

» Reengineer only where appropriate
+ User involvement at every step
+ Select “best of breed”

» lterative prototyping with maximum
reality checking

Figure 13
A Novel Approach

us what's good about it. Tell us what you
don't like about it. Give us feedback."
Then I told them, "We'll select the best of
the breed.” That's how I picked the Navy
system. We also told them we were going
to do a lot of iterative prototyping, a maxi-
mum reality check. Do you know what a
maximum reality check is? "You tell me,
customer, what you want." So later on,
they looked at the system and they said,
“You're making a lot of changes.” Yes,
because they're telling us what they want.
We got them involved in reengineering my
program.

I'd just like to show this picture (figure
14), but this is what I want to tell you. Re-
member I told you about the standards, ar-
chitectures, common operating environ-
ment, buying commercial off-the-shelf
products, and not a lot of R&D? That's a
killer, any time, any place!

Let me get to the next program. I told
you about the transmission part—the
Defense Information Systems Network.
These are the goals (figure 15). (1) Satisfy
the Joint Staff validated warfighting
requirements. (2) Get the terminals from
the FTS-2000 (that's a federal telecom-
munications service that offers information
technology). GSA sells telephone services
to us. We take advantage of them when we
can, and we provide our own service.
HAWS is the Hawaii area wideband
system. We buy our own service if we
have to. We're now doing the DOD/GSA
integrated approach to try to get economies
of scale and provide the best transmission
media available. That's what that really
means. That's the transmission, the pipes,
the circuits, satellite links, comm lines,
DMS—Defense Messaging. These are
things I exploded a few minutes ago.
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Figure 14

GCCS: An Integrated Global Environment

Defense Messaging—this is a very im-
portant slide right here (figure 16). This is
the transmission part. Remember when I
talked about all the "II"s in the slide with
the global grid? The Defense Messaging in-
frastructure will allow us to message from
the home station, to in transit, to deployed.
This is almost a total other briefing. Qur
architecture will allow you to use your
home computer on the airplane in transit, or
in the foxhole, to move your messages
anywhere, any time, any place. That's our
objective for this program.

Now, where are we on this theme?
What's the tasking (figure 17)? You notice
that every time I put a slide up, I tell you to
support the deployed warfighter. I phased
out AUTODIN—remember I told you
about the old system, the old analog data
message system? Other features are reduced

cost, and look at this one: standardized e-
mail. Around the Department of Defense,
we've got so many different kinds of e-mail
I can't even count them. It's like a dog
breakfast!

Student: General, would your idea then
be that pretty much every DOD member
would have an e-mail address for commu-
nication, from the lowest to the highest?

Edmonds: Yes, everybody.

Student: No reason not to, right?

Edmonds: Everybody, everybody. Ev-

erybody will have a messaging capability.
Let me show you an example (figure

18). We talk about technology and how
things have changed in cost. The current

187-




Goals:

+ Satisty Joint Staff validated warfighting
requirements

+ Obtain FTS/PF2K economies of scale

+ Provide continuity of services after DCTN, OTS,
and HAWS expiration (1996)

Solution—Integrated DOD/GSA Approach:

+ Modify existing government switches to support
“Wamer” C2 requirements

* Lease transmission sarvices from FTS/PF2K
+ Dial-9 telephone service provided by GSA

_+» Compatitive procurement to fill gaps
+ Capitalize on advanced services offerings

Figure 15
Where We Are: NIl/Gll Drives Change in Course

In Transit

Figure 16
DMS
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Clear taskings to:
* Support deployed warfighter
+ Phase out AUTODIN

+ Reduce costs

+ Standardize E-mail

Accomplishments:

+ Savings removed from budgets in DMRD 968-POM
Fiscal Guidance

+ DMS business plan approved: 1993

+ DMS program plan approved: 1994

* Program implementation started FY 1995
MAISRC IPR scheduled for December 1994

Figure 17
Where We Are: Program Documentation Approved

AUTODIN system that doesn't do e-mail,
that just does those messages you get
through your office in the morning on the
board, would cost us over $500 million for
the next five years or so if we were to stay
the course and continue AUTODIN. This
system is older than anybody in this room,
probably, besides me and a couple of oth-
ers. When I was a second lieutenant, I used
to do testing acceptance for this system. It
was a mainframe. It used to be a hard-core
computer. Look at the prices for this De-
fense Message System I'm talking about.
This is the full program. It replaces all of
the AUTODIN functions, and it gives us
standard e-mail as a bonus. That's what it
does. Look at it! Tremendous!

Oettinger: I just want to add, this is con-
tinuing—the cost drop and the capability

increase from what's in the laboratory now
are good for another decade at least, just on
the basis of the elaborate new science stuff.

Edmonds: It just keeps going down. So
you'd be crazy to get locked into anything
for a long time.

Now this is the new stuff. This is the
good stuff. It's going to be on the test: in-
formation warfare/INFOSEC. I use
INFOSEC because when you say "infor-
mation warfare," everybody wants to own
it. We do the defensive part in DISA, and
this is my charter for doing that (figure 19).
I'm not looking for policy. I have a mission
statement—DOD Directive 3600.1. It tells
me, "... as central manager for the DII
[remember that old thing I liked, the DII?
It's ours] ... we are to assure that DII con-
tains adequate protection against attack."
That's all the charter I need. That's another
thing I've been watching. When they give
you the charter, you take it, and everything
that's not nailed down, you take that too.

Oettinger: Can [ ask you an impertinent
question? Are you able to do whatever the
hell you want without NSA's blessing? Or
do you have to do a little foot, toe, and arm
wrestling?

Edmonds: NSA and I have a joint office
where we do work together to put this to-
gether. NSA can't do things in space. I'm
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$U.S. Mions

Continuing AUTODIN

Full DMS Program

DMS is the cost-effective solution to
DOD organizational messaging requirements

Figure18

DMSvs. AUTODIN

“...As central manager for the DII,
shall ensure the DIl contains adequate
protection against attack.”

DOD D 3600.1

Figure 19
DISA INFOSEC Mission

the production guy. They help me with
products and with technical assistance.

Oettinger: A very interesting relation-
ship.

Edmonds: Very interesting. We work to-
gether. We've got to make sure that our
system can withstand an attack (figure 20).
I put a few other terms up here because ev-
erybody talks about hackers all the time.
We all know about jamming. People don't
think about deception, masquerading, or
malicious code, but we talked over lunch
about malicious code. If you streamline the
government and I'm a computer program-
mer, and you give me my pink slip and in
two weeks my job is gone, I might say,
"Hmm, how can I pay myself two weeks
from now? I'll put some malicious code in
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Hackers

Deception

Masquerading

C41 Systems Able to Withstand Attacks

Figure 20
Protection

there to get me a couple of checks." It's a
very big risk. Or he'll just take the system
down, take the whole company down.
How about taking the whole telephone
switch down? Why not take the whole
system down?

Masquerading. Suppose I'm an Army
man, and suppose you have troops, and I
call and tell you, "Take those troops and
move them to Harvard Square and have
them down there by 1500!" and about 1505
I come in low level with an F-16 and drop a
bomb on them because I'm masquerading
as somebody you trusted (this is back to the
trust point again), and you can't detect that

it's not the right person. It's a very impor-
tant thing to protect ourselves against.

Oettinger: But before you go on, I want
to underscore again something that General
Edmonds went over extremely lightly—so
lightly he didn't even mention it. But it
goes back to the earlier discussion about
doctrine change and what happens when
you have brand new things. What he
slipped over on you was that he's in charge
of protecting both computers and commu-
nications, and he called it INFOSEC. If
you look through all of the past years of
this seminar, there were years and years of
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battle over who owned communications
and who owned computers and so forth.
Not until that little doctrinal ownership, et
cetera, thing could be solved could this
kind of thing happen. It's happened, you
see, to the point where you don't even feel
obliged to mention it. When there is a sea
change like that, radical things happen. All
that has changed is an idea, but it's taken
years and years to change that idea. Now it
leaves no traces. It's awfully important for
you guys to grasp, because he didn't say it
explicitly: that you couldn't do a bloody
thing until that idea changed.

Edmonds: Exactly, and that's what you
see in this circle in the middle of the chart.
That's your computers, your comm lines,
floppies, telephones, satellites, all of it.
Take that, that's part of the charter. Protect
that infrastructure.

Let me just tell you why it's a change
(figure 21). First of all, there's a lot of in-
formation flowing. Everybody likes infor-
mation. I found out that if people know

+ Information explosion
+ Usea of distributed processing
« Information pull

» Increased dependence on COTS
-~ Hardware

— Software
— Communications media

+ Open systems architecture
+ Reduced spectrum availability

Figure 21

Changes in C4l

one thing, they like to pass on this kind of
information. You think I'm kidding you?
Just let somebody go out and fall on the
step downstairs where you walk and you
say, "Guess what! Dr. Oettinger fell down
the step down there." You don't say any-
thing about the fact that the poor man broke
his head, busted his head open, he's

bleeding, unless you feel really bad because
you tripped him. You just like to pass on
information. So a lot of information is pas-
sive, and you take that and multiply it by
everything you know.

The Pentagon says that information is
power. When I was a major down there, I
knew a lot of guys, like this young man,
who used to walk around with a little brief-
case with locks on it. That meant he had a
secret in there and you couldn't get the se-
cret. He went inside the building to the
Chief of Staff of the Air Force, the Secre-
tary of the Air Force, and then he looked
around in his other pocket and got the key,
and came around and unlocked it for the
boss to read it. He didn't leave it with him,
either. The boss read it, and he got it back
from him, and he put on it, "Have seen."
He put it back in the briefcase, locked it
back up, and came back out the door.
Those guys always had a little hump in
their back there. That's where they had all
the information. That was power! And all
those guys who didn't have a briefcase
would say, "Wow, I wish I had his job!
He's got access. You know, he gets into all
the main men's offices."

When I got to have these three stars
here, folks started to bring their little fold-
ers to me, There isn't anything in them!
Everything is in USA Today! They're try-
ing to get me to read stuff I don't want to
read. They say, "So you want to read the
intelligence books?" "Oh, yeah, bring it on
in here." I open it up, and I look at it, and it
talks about some stuff I read two weeks
ago in one of the trade journals. But the re-
port that finally got printed finally showed
up in their folder, and they've got Top Se-
cret on it and all the funny words down at
the bottom and stuff, and it's got a lock on
it. Those cats will not leave the front of
your door until you read it. They won't
leave it with you, either. They take it away.
So this kind of exposure makes you very
vulnerable.

Distributed processing means there's
processing all over the place. There's in-
formation pull. We're using off-the-shelf
products, and a lot of our software, a lot of
our things, are being done overseas using
open systems. Everybody is smart in this
stuff. The United States is not the only
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country in the world that's smart. So we
don't have a corner on the market.

Reduced spectrum availability—fre-
quencies—result because when you take
away the frequencies and sell them to the
commercial people who build stuff around
them, you just narrowed the frequency you
can use for military kinds of things, and it
makes a smaller target. So we are inviting
access with some of these changes going
on.

Who are the people that are playing in
this thing? I'm going to talk about some
more of this in a minute. Everybody you
can think of are players (figure 22). In the
middle is DISA, and it shows you data,
network, systems, spectrum, all of that.
NSA is helping me with vulnerability anal-
ysis. I have a National Communications
System (NCS) hat that I wear. In time of
war, the Communications Act of 1934 says
that the Department of Defense is respon-
sible for all of the telecommunications net-
work in this country. Under that hat, the
Secretary of Defense delegated that re-
sponsibility to me. So right now, for in-
stance, out of Oklahoma City, I have a team

helping coordinate communications for a lot
of activity out there because the cellular fre-
quencies are jammed. We want to make
sure that MCI, Sprint, and AT&T can get
stuff through. That is our national security
emergency preparedness. We accept the
priorities of people to use it. We decide
whether the Red Cross or the Department
of Agriculture or somebody else gets the
comm line. There's one line. That's one of
my hats. I have a center on the second floor
of my building, which was activated yes-
terday and has been going 24 hours a day,
that's working this part of it with FEMA
and with Justice, with DOD, and every-
body. My guy on the scene out at Okla-
homa is a GSA guy. He's our regional, na-
tional communications systems guy, be-
cause all the federal government are mem-
bers of the NCS.

I told you about the joint program office
we have with ARPA. It's no longer
DARPA; it's ARPA.

Of course, there's industry, because in-
dustry has a big role to play if you're talking
about commercial products. So these are the
players.

NCS

CINCs/Services

NSA

* Leading edge

* R&D
» Vulnerability
analysis

Industry

Figure 22
INFOSEC Partners
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Now let me tell you some other things
that will blow your mind here (figure 23). I
told you earlier that I'm going to address
the infrastructure—not just system or net-
work protection, but the whole infrastruc-
ture. We're going to protect the information
commensurate with the intended use. There
are some things that need not be protected,
so we won't protect them. If there's a thing

+ Comprehensive approach across entire
infrastructure
- Data
— Networks
— Systems
- Spectrum

+ Address Infrastructure, not just system
or network protection

» Protect information commensurate with
intended use

+ Build on current programs, Initiatives,
and service agency core competencies

Figure 23
INFOSEC: Strategy and Approach

that needs to be protected with crypto, we'll
encrypt it. There are no two ways about it.
For the other things you should have pri-
vacy. So we're going to build these pro-
grams around what needs to happen with
current things, not what people want.

If you think this is not very important,
let me give you some data (figure 24). I
have a team called the ASSIST—
Automated Systems Security Incident
Support Team. The slide says 17 hours,
but I made the duty day 24 hours. We
always have a duty officer available. We
have responded to more than 7,000 calls
for assistance so far. We've done these
kind of countermeasures alerts. We tell
folks what to look out for if they have a
system. We also give a technical analysis if
they ask. As a matter of fact, I've been out
to CINCTRANS and CINCSTRAT to kind
of help everybody with their system. We
also do vulnerability analysis, so if you
have a system and want to know how
vulnerable you are, just ask and we'll help
you. We also train you to do it yourselves.

But let me tell you some things that we
found out from those folks we evaluated,
and this will really blow your mind. We
figured that 88 percent of the DOD unclas-
sified systems we've seen are easy to

operational

-~ Findings

* 95% of penetrations go unreported
» We need to do more

+ Defense Automated Systems Security Incident Support Team (ASSIST) Response Center

= Manned with technical experts 17 hours per day; duty officer available 24 hours per day
— Responded to 7,000 requests for assistance

— Developed and distributed 135 vulnerability countermeasures alerts

— Established relations with 40 global incident response teams

— Provided technical analysis and countermeasures to support 280 INFOSEC incidents

+ Vulnerability Analysis and Assessment Program (VAAP)
- Perform DOD-wide vulnerability assessments and identify countermeasures

*+ 88% of DOD unclassified systems easily penetrated
* 96% of panetrations undetected by host

Figure 24
INFOSEC
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penetrate. With 96 percent of those we
penetrate, they don't even know we've
done it, and the few who know you've
done it are so embarrassed they don't tell
anybody. They won't admit it. That's a
fact.

Oettinger: Just think about it, guys, be-
cause that's true of your own computers as
well.

Edmonds: Exactly! There is probably not
a single computer in this room that we can't
get into. Not only can we get into it, we can
also change the data. We can manipulate it.
We can dilute it. We can turn it off. We can
break it. This is not a whole lot of sophisti-
cation here, these are things that you can
get on the market.

Student: Do you just do this for DOD, or
do you offer this to other people? If, for
example, I work for Cambridge Hospital
over here, or something like that, can I pick
up the phone and call you guys and say I
want a vulnerability analysis?

Edmonds: No. We do DOD, primarily
because people are afraid of DOD, and they

don't want to get involved with that stuff,
Now in my other hat, my NCS hat, what
I'm trying to do is to get the other federal
government agencies on board—the Com-
merce Department, Treasury—and we're
working that very smartly. But it's hard to
get the rest of the commercial entities in-
volved.

Oettinger: That has been an intractable
problem so far.

Edmonds: That's the government versus
civilians, and there's not a whole lot of
trust.

I'm now going to talk about what the
C4 future holds. This is going to be kind of
hard to read, but I want to leave these with
you because they are very important.

In my mind, the thing that is going to
get us through and help us save money and
continue to reduce costs is for us come up
with some data standardization (figure 25).
There are some de facto standard things out
there, like the ones who set the de facto
standard for manufacturing computers in
this country. Whether you like it or not,
Microsoft Windows set a lot of standards in
this country. Everybody has gone out and

NATO

International
Standards
Organization

National

MILSPEC

De Facto Standards

American
Computer
Manufacturers

Microsoft

Industrial

Figure 25

Data Standardization
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tried to find a Windows motif to kind of
build to, so it looked like the same thing,
and of course there's the industrial sector.

Allies and international standards are
very important. We're trying to do less
MILSPEC, and almost no national stan-
dards. Only a few things are MILSPECed,
because a few things are military owned.
Almost everything we're trying to do is
commercial, and we hope that industry will
accept it and it will become national and
international. We're very successful in this
area. We're very successful with NATO
and with the Pacific Rim nations because
we're using the same information and the
same approach with NATO and our Pacific
allies. We have formal entities to work
these kinds of things.

Data standardization is very important.
Right now we have 2,379 standard data el-
ements in the Department of Defense, and
we're going to have 9,000 by September.
We're going to issue those as our core data
elements and make them available to indus-
try as well as government. So if you're
going to build a DOD software system, or
develop one from scratch, you use those
9,000 data elements as your core and you'll
be okay.

The other thing that goes with that is
what I call our Technical Architecture
Framework for Information Management
(figure 26). Standard data elements is one
piece. The TAFIM, what you call the tech-
nical architecture, is another piece. Let me

Objective:

+ Guide evolution of DOD technical
infrastructure

* Integrate and drive systems design,
acquisition, and reuse through DOD

= Speed delivery of information technology
and lower costs

Accomplishments:

development

enterprise lavel
+ Adopted by X/Open

TAFIM is the € 4 Standard

» (Guide for tachnical architecture

* Provides services, standards, design
concepts, components, and configurations

+ Organizational-level guide and link to the

Future:

+ Open systems and common operating
anvironments

+ Secure data and information

» Shared centrally managed and controlled
databases

« Streamlined acquisition

Figure 26
Technical Architecture Framework for Information Management (TAFIM)
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tell you what's in there so you can see it.
Here are the eight volumes (figure 27). 1
didn't like them at first because there were
too many of them. But I've opened up a
few of them and they're like books. Once
you open them up and read them, you like
them a lot better, especially the thick ones.
There's a Technical Reference Model, Ar-
chitecture Concept and Design, Standards-
Based Architectural Planning, Support
Plan, DOD Goal Security Architecture, and
look at this one, Human-Computer Inter-
face Guide ... absolutely wonderful. Now
industry is thinking about adopting these as
commercial, because they think that by do-
ing that they're not in sync with DOD. So
they built our standard data elements, used
these guides right here, and there's just one
little piece left. Guess what that piece is!

The common operating environment of
GCCS. And there you go (figure 28).
Now whatever you think about it, it's
not important at this moment. What I'm
going to tell you is that we recognize the
big external environments (that's the comm
links), whatever they are, satellites or
whatever. There are a lot of databases out
there, external things—open systems con-
formant, operating systems services. These
are common platform services, program
services, and user interface services, like
X-Windows. Look at it! And then support
applications: business processing, baseline,
standard applications, and we allow the
services—Army, Navy, Air Force, Marine
Corps, and the SOF guys—to have some
of those unique kinds of things because we
know there are some service-unique kinds

Figure 27
TAFIM Volumes
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Figure 28
GCCS COE

of things. It's foolish to say that there
aren't. That includes the readiness stuff like
status reports. We have mission applica-
tions that are joint, and some uniques. So if
you build to this common operating envi-
ronment with the TAFIM, with the standard
data elements, you have a pretty good
chance of being interoperable.

Let me give you another look at that,
and once more this is not an eye test (figure
29). I just want to show you that the GCCS
baseline involves architectural guidelines
and the common operating environment.
We've already fielded 13 of 19 modules.
The services are going to nominate those
other six modules to us. These things came
from the services. We didn't develop these
separately. We took a good chunk of what
was already in the Navy system. The other
services nominated pieces of the GCCS.

We took them and worked to integrate them
with the rest of the environment.

Software tools. We got some online ac-
cess libraries, some integration tools, some
runtime tools to execute your libraries, and
that's how we do it. That's the model.

Now let me tell you what we're doing
in standardization. You say, "Why is this
data standardization stuff important?" I like
this slide (figure 30). The reason I like this
slide is because I can talk to the fighter pilot
with this slide. I can talk to anybody with
this slide. Day, month, year. How many
times have you filled in an application blank
and you don't know if they want the day
first or the month first, but you know the
year is usually last? That's the only thing
you can tell. I can tell you that I can find
multiple systems with the date as many
ways as you can take six or three and mul-
tiply them or divide them, add them or
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The TAFIM and GCCS COE: The Keys to Success

subtract them. The whole notion is to find a
single way of saying what the date is, or
what a tank is, or what a bed is. A bed is
not the same as a bedpan. Believe it or not,
we argue over those kinds of things be-
cause the person in charge of beds may not
be in charge of bedpans, and the one who's
in charge of the beds says, "You don't do
anything with this data element, because
that's mine." The bed folks might be the
supply sergeants. The bedpan people might
be the nurses. Tell me which one 1s which!
But that's why standard data elements are
important, so that we all build to them.

Oettinger: Can you just stick with the
data slide, because that's the one thing you
said in this session that in appearance at

least may contradict the "no grand scheme"
kind of thing. Why do you do that here?

Edmonds: If you remember last year
when I came, I talked about JUDI, the Joint
Universal Data Interpreter. So did Dick
Macke.* That was our quick-fix phase. At

* See Albert J. Edmonds, "C4I Issues,"” in Seminar
on Command, Control, Communications and Intel-
ligence, Guest Presentations, Spring 1994. Pro-
gram on Information Resources Policy, Harvard
University, Cambridge, MA, January 1995; and
Richard C. Macke, "C#I for the Warrior," in Sem-
inar on Command, Control, Communications and
Intelligence, Guest Presentations, Spring 1992.
Program on Information Resources Policy, Harvard
University, Cambridge, MA, August 1994,

-199-




Standard

Figure 30
Data Standardization

that time we said, "We don't have time to
do standard data and do this kind of
TAFIM stuff, because we would need to
make some progress and have some suc-
cess now." So we didn't do that then. We
Jjust kind of got an interpreter, a translator,
and took four dissimilar systems and let
them hook up together and made them
work. That was the quick fix. But we
thought we needed more technical under-
pinnings as we go forward.

What we're saying here is that once we
take 9,000 of these things—and we think
there are going to be about 9,000 or less,
because we're going through all the DOD
major systems and we found that these are
the common data elements—then we'll
standardize them so they all have the same
structure and the same texture and meaning,
and put them in the repository. When you
put them in the repository, all we're saying
is when you buy or develop a new system,
use this as a tool to do your work so that
this date will always be your date. If you're
going to take an old system and migrate it
forward, and you need to do some software
modification or engineering, use these
things for your tools so that when we go

cross-functional, and try to exchange in-
formation, it's easier to do. So this still is
not a grand design, it's just a tool. Those
three things I talked about are really tools.

Oettinger: But you wouldn't abolish the
JUDI-type translator?

Edmonds: Oh, absolutely not. As a mat-
ter of fact, the logistics guys right now are
exchanging information because they're
using the JUDI kind of thing. I still think
JUDI is the best thing around for the first
step. Sometimes it might be the best thing
forever, because you don't want to pay for
changes on systems that might be too old
and might be going away. So you just go
ahead and do a translator between them,
and call it quits. Say "That's good enough
for me," and kind of starve it to death and
let it die when it dies.

Student: Sir, would you say that this
concept in the future will allow the organi-
zation, specifically the armed forces, to
have less staff, less support people, and
more teeth?

-200-



Edmonds: Yes. This (figure 31) is from a
briefing I'm going to give when the pro-
gram people, the budget people, come to
see me next week. This is the profile of my
megacenter, and you see the slope of it. In
1992 we had 5,580 people running com-
puter centers for us. In 1995 we were
down to 2,957. That's just about half. If I
take this profile further, I'm going to lights
out. Then with all this good technology,
I'm going to have five or six people on a
shift monitoring screens, and, oh by the
way, they can do a lot of this from their
houses if you want them to. So you're ab-
solutely going to have a lot fewer people,
but they'll all be doing different things. As
a matter of fact, what I'm trying to do is
take some of these people and put them
against the security problem, because no-
body has any bodies for those.

Student: Right, sir. That's for your or-
ganization. Do you see a core layer, like
will a JTF commander need less staff to do
the same amount of work?

Edmonds: He'll need less staff for sure.
He'll have more shooters, because I'll tell
you right now, there were 18 guys from the
Air Force just to get the air tasking order
together, and you don't need those guys.
You can put out more from the Air Force
and rely more on the system.

Student: General, is it true that the ser-
vices have sort of relinquished their control
of the design of the architecture—the op-
eration and procurement even—to your or-
ganization? I mean C4I systems. Have they
sort of given the control of this over to
DISA?

Edmonds: To some degree.
Student: Standards, architectures ... ?

Edmonds: Standards, architectures, test-
ing, integration; those kinds of technical
things. Believe it or not, the best thing (and
this is not because I'm saying it) that has
happened to me or to this area in the

« $417 million Investment

+ 59 data centers to 16 megacenters

+ $489 million net savings (FY 1994-FY1999)
- $248 million steady state savings

Original Actual/

Year Schedule Projected
1994 1 6

1995

2

24

1966

12

13

Figure 31

Megacenter Consolidation
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Department of Defense is that I was the J-6
at CENTCOM before I came to the Air
Staff. Rick Jensen worked for me over in
the Air Staff. I left there and now I'm in the
Joint Staff. Those two J-6 jobs out of
CENTCOM and on the Joint Staff, gave me
warfighter or operator credibility, so
they're willing to trust me with those tech-
nical things that we always wanted to do
for them, but they would never let us do
them. So now I can call them up and say,
"You know, this system that you have
running is really sick."

We did a demonstration the other day
for a command and control system. They
have 46 applications that still remain on the
table. They're going down from 143 to 46,
so we at DISA did a model and ran those
46 through the model on jointness and on
technical sufficiency. Twenty-four percent
of them were not very good, and we pre-
sented GCCS. At first we thought we were
going into a hostile audience. General
O'Berry, who is the Air Force three-star,
said, "This is absolutely great!" He said,
"You can't ever start doing these kinds of
things till you clean up all the garbage
you've got around." So now they're going
to go back and look at the garbage we
pointed out to them and come back and see
how much they're going to kill. It would
save money, reduce people, and expenses,
and facilities, which is all very good.

So this is absolutely a renaissance, if
you will, in information technology. This
will never be the same. There will never be
just communications sitting by itself and
automation over here, and something over
here, and some other things doing some-
thing else. If I were in business to make
money today, I'd be trying to get all those
people who are fighting to stay separate, to
keep it all in their own little stovepipe, in
the same room and make them come out as
one thing. I can make them come out as in-
formation technologists or information
warfighters. I'll get them a new MQS
(military occupational specialty) or AFSC
(Air Force Specialty Code) or whatever you
call it where you come from, and there will
be a new career field, and they will do all of
this, every bit of it. I wouldn't have many
other uses for people either, other than
supporting those folks. As a matter of fact,

you aren't going to need a whole lot of
guys with M-16s on the ground other than
for peacekeeping and for police actions,
because we're going to be able to program
missiles on the fly, change the target en
route. You're going to be able to show
people how much you can hurt them so you
don't have to prove it.

I used to say that although we didn't
have a feed in Haiti, I wish we had.
There's no doubt in my mind that if we had
a feed in Haiti with GCCS, I would have
shown Cedras a GCCS picture of our ca-
pabilities and said, "Frankly, that's what
happens." Information is power. If you
could show them that they are about to be
destroyed right here—there's 60 C-141s,
and the parachuters will jump in here, and
there's going to be a lot of blood flowing—
he should say, "Time out! I don't want to
be here. I want to go somewhere else. Can
I get some of my money out of the bank
and go?"

That's what you want to do. You want
to deter. For a long time the only way we
could deter was with nuclear weapons. I
really do believe we can deter with infor-
mation—the knowledge of it, the certainty
of it. I used to tell my kids when they were
growing up, "I would never threaten you
with punishment, but the certainty of pun-
ishment will keep you from doing wrong,
There are two or three things that if you
ever do them, you guys will get punished.
So don't do them!" That's not a threat,
that's the certainty of it. That becomes de-
terrence. I told them, "I set the standards in
our family, and I don't know when I might
go off. So don't push me!" That's very
helpful.

Student: Returning to your discussion of
information security, I'm just very curious.
When you look at protecting the informa-
tion realm, do you see it as being securable
in the future, or is the info realm going to
be an area where offense gains a permanent
upper hand, like something in biological
warfare?

Edmonds: Selective protection. I use an
analogy. I say, "Get on the information
highway, but make sure you fasten your
seatbelt, close your windows, pay atten-
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tion, and watch your speed limit. Because
if you don't close your windows, anything
will get in. If you don't do your seatbelt
right, and you hit something, you'll go
through the windshield. Watch your speed
limit, because if you go beyond what the
law allows you to do on this information
highway, you'll be in trouble." That's the
advice I give. But I think they'll do selec-
tive protection.

Student: You do see it? Do you think we
will be able to compartmentalize parts of it
and fully secure it?

Edmonds: We have no choice. The in-
frastructure of this nation will have to have

protection in it eventually, when we find
out how to afford it and how to do it by e-
mail one byte at a time. I think that is what
we have to do. We can't make a big pro-
nouncement about it. You can't go out and
put headlines out on it. But you have to
tackle it, and that's part of my job.

Oettinger: Sir, we are very, very grateful
to you. I want to get you out of here by a
quarter of four. We have a modest token of
our appreciation. Take it with you and en-
joy. And thank you, thank you very much.

Edmonds: Thank you. That's very nice,
Tony. It was a pleasure.
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