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C’l and Crisis Management

Stuart E. Branch

Mr. Branch is Deputy Assistant Secretary for Com-
munications in the Department of State, and he also
serves as a principal member of the National Com-
munications System and of the US Communications
Security Board of the National Security Council.
Earlier assignments include service with the Depart-
ment of State as Chief of the Communications Facili-
ties Staff and as the African Operations Officer. He
then became Communications Officer to the American
Embassy in Saigon and afterwards to the American
Embassy in Mexico City. Upon his return to Washing--
ton in 1973, he became Chief of the Department of
State s Communications Center Division, a post he
held until 1977. He then served as the Executive
Officer for the Office of Communications until his
appointment to his present post in July 1978.

I am pleased to be here. (Someone said it was
going to be fun, so don’t disappoint me.) I would
like to begin by running you through a few slides
put together by the Office of Communications,
Department of State. Since I am no longer Deputy
Assistant Secretary of State for Communications, 1
should underscore that my views do not necessarily
represent those of the State Department.

I believe the slides will explain the responsibilities
of the Office of Communications, its authority, and
what we do at our embassies. Then we can explore
areas of interest that might strengthen the national
security of the State Department’s communications
system, particularly international communications.
This area has received a lot of attention in the past
and in this administration. The Carter administration
recognized the problem and issued Presidential Direc-
tive 53. Although not much happened in the imple-
mentation of that directive, it did stress the need for
a national security communications system that is
restorable, interoperable, and survivable. The direc-
tive had its roots in the rewnte of the Communica-
tions Act, begun during the Carter administration
and proposed several times in different committees
in Congress. Some of you probably know a good
deal more about it than I do. There was concem on
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the part of some of the national security elements of
our government that the rewrite of the Communica-
tions Act did not adequately address our govern-
ment’s national security telecommunications needs.

One of the previous speakers, Bill Odom, was a
senior military advisor during the Carter Administra-
tion National Security Council, and he chaired a
meeting of civil government agencies. Most of the
civil government agencies and the National Commu-
nication Systems principals were represented, perhaps
the Armed Services as well. Odom was searching for
the civil government agencies’ views of that proposed
rewrite of the Communications Act as it related to
national security telecommunications. He asked, as |
recall, three questions. He said he didn’t have a lot
of time, he wanted only yesses and nos, and he
wanted to go around the room. Did the rewrite of
the Communications Act, as proposed, adequately
address the survivability of the nation’s telecommuni-
cations systems, and if it did not, should it? We went
around the room on the yesses and nos, and then he
asked the same thing for restorability and for interop-
erability. The consensus was that on all three counts,
the current rewrite did not adequately address the,
factor, so Presidential Directive 53 followed on the
heels of that.




The Directive charged the National Communica-
tions System to be the executive agent for implemen-
tation of that Presidential Directive to ensure that our
national security communications system indeed was
survivable, restorable, and interoperable.

I want to come back to PD 53 because it leads to
National Security Decision Directive (NSDD) 97,
the National Security Telecommunications Advisory
Committee, and some other actions that are much
more current than Presidential Directive 53. Now to
the slides.

I would like to emphasize that the communications
system we operate at the State Department is really
in support of the foreign affairs agencies. More than
half of the information flowing from our foreign
service posts is addressed to other government agen-
cies and departments, and not to the State Depart-
ment. It is this single network, this diplomatic
network, that supports our embassy personnel. About
17 percent of the people at the embassies are State
Department employees. The rest of the people at our
foreign service missions are members of the other
foreign affatrs agencies, or agencies having an inter-
est in foreign affairs: Agency for International Devel-
opment (AID), U.S. Information Agency (USIA),
Commerce, Agriculture, Defense Attachés, etc.

We operate overseas through the Diplomatic Tele-
communications Service (DTS). The DTS is overseen
by a senior policy board with representatives from
industry and government. The chairman of the policy
board is Dr. William (Bill) Baker, former Chairman
of Bell Laboratories. The board guides us in long-
term planning.

Later, we will discuss the use of this diplomatic
telecommunications system as a means of avoiding
confrontation or in cessation of hostilities when there
is a confrontation. I would like to remind you that
the ambassador is a personal representative of the
President, although we tend to think of him as a
member of the State Department. So when we start
thinking about communications between heads of
state, let’s remember that that ambassador is the
President’s man on the scene. That may have some
bearing on some decisions in terms of how we
improve our interpersonnel communications capabil-
ity to avoid hostilities. Those of you who have tele-
communications backgrounds might view our system
as essentially a traditional Telex communications
service, but, in fact, it is an aggregate of many varied
services, We're responsible for the mail, both classi-
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fied and unclassified; for voice radio, including very
high frequency (VHE), high frequency (HF), and
ultra-high frequency (UHF); and for overseas tele-
phone systems, operators, and receptionists. Addi-
tional communications responsibilities include such
services as file management at the embassies. You
might want to make a note of secure voice because
it will play an increasingly important role — as will
electronic file management — in the protection of
information and protection of individuals who are
cooperating with our diplomatic personnel overseas.
Our system is based on the traditional technologies
for word processing, file management, and data pro-
cessing, but it is adapted and certified for the han-
dling of classified information. We also have a
program to add a fully secure automated office sys-
tem in the offices of the Ambassador, the Deputy
Chief of Mission, political counselors, and economic
counselors. This new electronic file management
system allows us to process classified information
without being concerned about it being compromised.
The electronic file management is local in nature.
We have only limited capability for a distributed
data base. While we are planning a network based
on that concept, for the moment our electronic file
management can only capture the information flowing
to and from an embassy, store it electronically, and
retrieve it on those same terminals.

Student: So would you call it an electronic mail
system?

Branch: I keep asking, “What is electronic mail?”
We call it telegraphic. We are linking that system
with our telecommunications network, so direct
access can be provided between a terminal in the
political counselor’s office in Bonn, Germany, with
terminals in the Bureau of European Affairs in the
State Department. The capabilities are very limited
at the moment, because the system must be fully
certified for handling classified information. As the
use of fiber optics increases, we can expand much
more quickly. So, yes, although limited in capability,
it is an electronic mail in the sense that it is an inter-
active system with remote terminals.

Student: Would you say that the local electronic
mail, say, in the Bonn embassy, is a sophisticated
electronic mail system?



Branch: Yes, it uses the Wang Alliance software,
and if you're familiar with that, then you know what
features are built into it. In addition there is the capa-
bility to access the electronic file storage device,
which is an adjunct of our communications terminal.
Thus, in addition to access to the central processing
unit of the Wang system, there is also a high-speed
data-link extended to the electronic file.

Let’s return again to our overseas operating envi-
ronment: we serve about 250 diplomatic posts,
embassies and consulates — the number varies
depending upon political factors and changing rela-
tionships with other governments. An embassy staff
may consist of representatives from nearly 50 foreign
affairs agencies.

When you think of the State Department, you don'’t
think of command, control, communications and in-
telligence. It’s sometimes difficult to relate C’I to a
diplomatic mission. I would suggest — and hope to
get some reaction from those of you with military
backgrounds — that the State Department’s communi-
cations system is as much a piece of that worldwide
military command system as are the defense ele-
ments, and that it has the potential of playing as
much a role in command, control, and communica-
tions as do a number of the military systems.

The center circle in figure 1 represents the auto-
mated terminal stations I've been describing and
shows how the information flows from posts. At the
extreme left and right are embassies and diplomatic
missions. Information flows from them to nodal or
relay points, then back to a central point in the State
Department. The interaction of defense networks
through the Pentagon is shown on the lower portion
directly off the bottom of that ATS circle. You can
see the Bonn BAX relay, and directly below it, Pir-
masens, the military facility that is also a part of the
military network. '

At any point on this chart, communications routing
can be done. It consists of finding the point at which
you can most quickly enter information into the de-
fense network, automatically restructure it into the
format that the defense network can deal with, and
move that information to its destination. Once the
information reaches that center circle in the State
Department, a similar network reaches out — elec-
tronically secure — to almost all of the government
agencies in Washington. As the information hits that
circle, one of two things happens. The computer
takes a look at it and recognizes that certain organiza-
tions need to have this information. The designated

center receives the information, queues it, and sends
it automatically over the circuits to those centers
where it is read and distributed within those agencies.
The computer that reads the information tries to de-
termine who needs to know whether it has been sent
or received. It routes 58 percent of the information
automatically, without human intervention in a distri-
bution format. Of course, there are still 2 number of
tasks that remain the responsibility of the information
analysts.

Certain of the factors driving State Department
activity change significantly over time. Natural disas-
ters of course do not, but terrorist activity, embassy
seizures, international hijackings — these fluctuate
in a significant way. We must respond to events such
as threats to U.S. personnel by mobilizing communi-
cations systems and trying to assist in negotiations.
We might want to come back to these events when
we start talking about how the government deals
with war avoidance or crisis management.

The Beirut Embassy bombing is a crisis situation
you all are well aware of. We lost our communica-
tions center in that bombing. As at most, if not all,
of our locations, we had some off-site capability.
Our off-site communications capability could handle
only a limited amount of information, so we aug-
mented it with certain tactical satellite systems. We
were back on the air within 24 hours with full capa-
bility in a different location.

When the State Department talks about tactical
satellite systems and quick response, the military
folks most often think of a system deployed via air,
as would be done by the White House Communica-
tions Agency. So many times in our environment,
however, you're not going into a place where you
have a landing strip. You don’t have a controlled
environment; you have mobs in the street. You don’t
have emergency power, you don’t have space, you
don’t have security. You don’t have air transportation
or any of the other transportable systems available to
the Army and the Air Force Commands.

The first time I really ran headlong into these cir-
cumstances was when we had our first problem in
Iran. The Under Secretary for Management wanted
me to put together a transportable package and get
it to a consulate in Iran so it would have a secure,
increased-capacity communications capability.
had to go back and tell him I couldn’t do it. I just
couldn’t get in. I couldn’t get there from where 1
was with the equipment we had. So he went to the
military, and they said, no problem, we can do that
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for you. Their system tumed out to be a truck, a
trailer, and five guys in uniform, but we couldn’t
land that equipment at that site. There wasn’t an
airstrip that could handle the weight. You had to run
through town with the mobs demonstrating; if you
did reach your destination, you would find it was

- both a consulate building and a residence — the guy
had his bedroom and office in the same building. He
didn’t have any place to set up communications gear
like that. So in the area of quick-response, transport-
able systems, we now have a capability of transport-
able satellite equipment we didn’t have at the time.

On the other hand there is Grenada, where we
used a transportable satellite terminal. We had a
member of our staff go in with the first wave, and
we set up on one end of the airstrip while the military
was still hitting the other end. We had to provide the
communications out there for a long time before we
set up a permanent capability.

We encountered a similar incident in the Sudan.
We had a hostage situation involving four Americans.
We brought in a tactical satellite terminal and secure
facsimile equipment. We set up near the airport, and
we were able to transmit maps of the position of the
aircraft, the flightline, etc., to headquarters in the
Department, where they had a command center.
They were able to negqtiate successfully the release
of those hostages. Again, that was using tactical
systems. As a footnote I recall that we called a fellow
at 8:00 p.m. in the middle of dinner and asked if he
could go to Sudan in the morning with a tactical
satellite terminal and set it up. No problem — he
had it packed up and he took off with it.

The Office of Communications also provides sup-
port when the Secretary of State travels out of Wash-
ington. When he moves, we move with him. But
unlike the White House Communications Agency,
we draw from our normal staff, including embassy
staff. We bring those people in or we draw from
Washington.

Student: What kind of duplication is there between
your office and the Defense Department? Does it
have its own set of equipment?

Branch: No. We provided the communications
capability for the team that went in to negotiate the
release of those hostages and the Defense Department
used the system. We provided the command and
control link for the ground team that was trying to
deal with the situation.
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Student: Is that usually the case? In Grenada, for
example?

Branch: In Grenada, the Defense Department pro-
vided their communications with defense elements,
but we provided the command, control, and commu-
nications for the diplomatic effort. There were other
communications capabilities out there, but they were
in support of specific missions, such as defense and
intelligence. In that situation, the diplomatic channel
supported the diplomatic efforts. But there is much
less duplication than you would imagine with so
many foreign affairs agencies represented at an
embassy. The Sudan sitiation was a little different
because we weren’t at an embassy, but it’s not unlike
what you would find if we had gone to an embassy
or a consulate. Generally speaking, we are the land-
lord and the others are the tenants, and we provide
administrative service. There are some exceptions,
but they are very few. You will almost never find
any of the other agencies with their separate commu-
nication centers, people, circuits and all of that. This
role of providing communications for the foreign
affairs community is regularly reviewed by Congress
in the budget process. One of the concerns for Dr.
Baker and the DTS policy board is to deal with that
very issue, to make certain we don’t have too much
overlapping of responsibility.

Some of the pressures that cause change in the
foreign affairs communication system include execu-
tive branch initiatives, a changing regulatory environ-
ment, new technologies, and increasing consumer
demand.

The changing regulatory environment — be it
domestic or overseas — is a force that the Office
of Communications never had to be terribly con-
cemed about in the past. Our diplomatic missions
and our communications flow are pretty much pro-
tected by the Vienna Convention in terms of move-
ments, transmission, and receipt of information
on the part of sending and receiving nations. But
changes in the regulatory environment are begin-
ning to impact our system in a way it never has
before. I don’t pretend to be an expert in any of
these areas, but I wonder if there is not at least the
potential for change in our arrangements with various
governments considering some of the actions of the
Federal Communications Commission (FCC), the
reactions of the PTTs including volume-sensitive
pricing for transborder traffic, and our increasing
use of interactive terminals. I also think we may



soon need bilateral or multilateral agreements about
information flow between the U.S. and other
governments.

A lot of our present information flow is between
communications centers, between embassies, or
between an embassy and Washington. In the last two
years we have been trying to get closer to the user,
and this is something I want you folks to think about
and maybe someday share some thoughts with me.
I'm convinced that we will be successful in moving
more information faster than ever before, and getting
it closer to the user. That’s “ho-hum” technology,
even with the requirement to make it secure. It’s a
function of how many people we can throw at instal-
lations and logistical support. However, my concern
is this: having done that, 1 don’t think we will have
accomplished a thing for the decision maker. If any-
thing I think we’re going to frustrate that process. If
P
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we're looking al command, conlro , commumcaLons,
or the National Command Authority and we’re talk-
ing about avoiding hostilities or a cessation of hostili-
ties, and all we’re doing is building the pipes bigger,
have we really promoted our national security?

I am asking that question. I don’t have the answer.
I believe the answers will be found in the environ-
ment of academe, not in ours. You have an opportu-
nity to examine and study things in ways that we
who are building and operating the systems don't.

I'd like to ask you some rather basic questions.
The format of the information we process and trans-
mit today is the same format we used 30 years ago
when I came into the foreign service. We had a dif-
ferent name for it, but it’s pretty much the same
thing: we break information up into segments. Why
do we break it into segments? Because of the nature
of the communications network. But the end users
still get that same information. A 16-page, week-old
telegram gets to its recipient’s desk today the same
way it did 15 years ago. We’ve improved it: we put
a subject line on. We told them they must use a sub-
Jject line. Having said that, most telegrams coming in
from the field identify subjects in a way that is not
always adequately descriptive. So my question is:
Why do we present the information that way? Why
can’t we take better advantage of technology?

Also, why do we need to send every piece of infor-
mation? If we have real-time file retrieval, why don’t
we move information differently? Why don’t we
move summaries? Why don’t we move numbers?

Why don’t we let the user tell the machine what he
wants to see and not see? Those are things we’ve got
to take a look at. Let me stop here for questions.

Student: Could you tell us something about the
current thinking of informing a decision maker? Have
there been any initiatives recently in the Department?
Is there any work being done?

Branch: In terms of answering some of the ques-
tions I asked we have done almost nothing. We
started discussions with MIT to organize a group to
help us in that area. By the time I left, we had not
gone anywhere with it. Now, in terms of informing
the decision maker, we’re moving information to
him very rapidly using all kinds of communications
capabilities. But as far as facilitating the decision
making process, we haven’t gone anywhere with it.

Student: I'm a little leary of technical solutions in
certain problems. If I could explore this question
about assisting in a decision making process — what
are the users asking for that you have difficulty
providing?

Branch: Users are just beginning to experience

the problem of too much information flowing from
embassies to Washington, or from Washington to
embassies. It is very difficult to sort through that and
find out what is important, what’s timely, and what
ought to be on that desk. We are building the techni-
cal capability out there that’s encouraging movement
of information, and it is moving. In fact, in some
cases, it’s looping. I spoke to one ambassador who
mentioned this problem. He said, “I'm getting too
much information. I'm even getting information we
generate! Our political counselor writes a report that
deals with military activities, sends it to Washington,
where 1t is sent to the Defense Department, where it
is sent back to us because it divulges military actions
here in this country. And the report originated here.”
That’s an example. I’m not suggesting there’s a lot
of that, but it’s an example.

Student: So you suspect that users could provide
some criteria that could help design a system.

Branch: Yes, I think they could. I don’t know that
you're going to design a total system or that you’re




going to deal with the total information flow, but I
believe that you could handle that information differ-
ently and let the user interact with that system more
directly. For instance, if a political counselor is work-
ing on the downing of a Korean airliner and doesn’t
want to deal with anything else that day, why are we
sending him all kinds of other information? Instead
of relying on the user to sort it all out, why can’t we
use technology to give him only that priority informa-
tion and file the rest for him to review later?

Student: With the available technology, I'm sur-
prised you can’t do some of the things you've men-
tioned. For example, you’ve got a system of tags,
you’ve got other ways of organizing the informa-
tion. You have terminals in the front offices of the
bureaus, so I don’t know why those terminals
couldn’t be put in the individual offices, so that

if the guy needs all the information that’s coming
in with a certain tag and a certain subject, he

could filter out everything but that.

Branch: The technology is there in pieces, but the
networking has not been done. I think it should be
done incrementally — build on the installed base,
then take a look at a large universe of information
an officer might want. You're right, a lot of the
technology is already here.

Student: Stu, I just want to comment on some-
thing I noticed in 1982 when I was working with

Phil Habib, who was in Lebanon for the Palestine
Liberation Organization (PLO) withdrawal. For
years, ambassadors have been hollering at us for
centralizing information in Washington and taking
away their decision making role. With the use of the
secure voice Tactical Satellite Communications (TAC-
SATCOM), Habib was able to reverse that, and he
did exactly what we’re saying. Maybe we ought to
look at that more carefully. He went back to Wash-
ington personally and made the decisions, because

he was out there, the tanks were rumbling and he
needed decisions made in a very timely fashion. Do
you think we may have a decentralization of authonty
and control in the future based on the use of
technology?

Branch: Well, there are people who like to think
that that will happen. My feeling, though, is probably
not. What you were witnessing was the personality

in charge, not so much technology. Habib was the
kind of fellow who would have packed up and gone
home if he weren’t calling the shots. Maybe we need
a few more ambassadors like that who recognize
they are representatives of the President. Having
said that, you can’t circumvent the National Com-
mand Authority, whatever that means, and so they’'re
probably going to go the other way. In fact, we’re
going to see more and more centralization of the
formulation and the execution of foreign policy. 1
don’t know if that’s by design or if it’s accidental. I
think that technology is encouraging centralization
because information can flow back and forth.

It’s not just in the State Department or the diplo-
matic service — the Washington managers are involv-
ing themselves in the decision making process as
they never have because they are on a much shorter
leash than ever before. We used to beat that by say-
ing, “I can’t hear you,” or “I didn’t get that memo-
randum.” Now you’ve got them right on the other
end of your system. I think that concept is contribut-
ing to this shift of centralization of the control to
Washington, but I think there are also a number of
other things that cause it.

Clearly, the interrelationship of issues across our
government demands that information be shared, and
that inputs from the defense, intelligence, and other
sectors of our Executive Branch be factored into that
decision making process. Also, it limits the occasions
in which an ambassador can act on his own and then
report back after the fact. Of course, the argument
continues about whether there’s too much or too
little control from Washington, whether the coordina-
tion is good or bad.

Student: Could you comment a bit more on what
State is doing about this problem of increasing
information?

Branch: They are planning to proceed with an
examination of the problem, whether that’s with
MIT or with another group is not clear at the
moment. I think that we will see the application

of available technology to monitor the data stream
and to provide distributed storage and retrieval. There
will also be a fresh look at whether we can continue
to structure, present, and move information the way
we do. I think the department will continue to exam-
ine these concepts, and then try to use the present
equipment to handle information.
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I mentioned the Presidential Directives regarding
national telecommunications and how they came
about, and that implementation responsibility went
to the National Communications System. It was con-
cluded, however, that as a government entity it alone
couldn’t do a great deal te improve the system’s
survivability, restorability, and interoperability. That’s
because some 90 percent of the communication sys-
tem the Defense Department depends on belongs to
the private sector. So the next step was to involve
the private sector in the process. The National Secu-
rity Telecommunications Advisory Committee to the
President was formed. It consists of 30 chief execu-
tives, representing the satellite, data processing, and
telecommunications fields. Tasking for the National
Communications System, as contained in Presidential
Directive 53, was primarily addressed to domestic
communications systems, so it was difficult to see a
concern about our international communications.
When Presidential Directive 53 was rewritten as
National Security Decision Directive 97, it specifi-
cally incorporated language addressing the interna-
tional side and asked the State Department to study
and manage international services. The National
Communication System remains the executive agent
but the State Department had agency responsibility
for meeting survivability, restorability, and interoper-
ability criteria. The Department asked the National
Security Telecommunications Advisory Committee
to put together a task force to examine international
telecommunications and give us some thoughts on
how we could make the international communications
commercial operations more survivable, more inter-
operable, and more restorable. That task force was
put together with about 13 representatives of industry.
Part one of their report was issued in April 1984. It
was sent to the White House and accepted. Part two
was completed later in the year.

The report includes recommendations that you
would expect: greater use of commercial satellites
from embassy premises as opposed to terrestrial PTT
facilities (recognizing that this would require a lot of
coordination with those governments, some regula-
tory issues, and some legal issues). Also suggested
are ways to build in greater redundancy in the com-
munications between the embassy and central offices
or earth stations. We should also improve the restora-
tion priority assigned to our critical circuits.

One of the concerns we had was how the divesti-
ture of AT&T would affect our embassies in Wash-
ington and overseas. When Bill Hillsman was director
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of the Defense Communications Agency he used to
say who do we call after divestiture? We call AT&T
now; who will we call to restore our communica-
tions? Think about that a minute — who do the
embassy communications officers in Washington
call? Are they going to work their way through this
maze? We put together an organization called the
National Communications Coordinating Center, under
the Defense Communications Agency, and that’s
supposed to be the place where we have industry and
government representatives jointly operating. If you
have a serious problem, you call there and that’s
where it comes together.

Oettinger: The one remaining problem there is that
nobody has figured out how to pay for that.

Branch: That question was brought up earlier, and
it’s still being asked.

Oettinger: As of last week it hadn’t been resolved,

Branch: When AT&T provided that service, it was
covered by the base rate. Included, but not specified,
were the costs for providing survivability, interopera-
bility, and restorability. What portion of the total bill
I don’t know, and in what bills I don’t know. But
you're right, cost is an issue.

Separately, the President signed a new Executive
Order on national security telecommunications in
April 1984. As you examine what we do with the
nation’s telecommunications system to assist in war
avoidance or in stress situations, I think it’s important
to understand that there are at least some relevant
steps already being taken within the Executive
Branch. The subject of this recent Executive Order
is the responsibilities of the various executive agen-
cies for national security telecommunications. If I
may, I'll read very quickly a two-page fact sheet
on it. It was issued on April 4.

The President today signed an Executive
Order which consolidated the assighment

and responsibility for improved execution of
telecommunications functions which support
national security and emergency prepared-
ness. The domestic and international telecom-
munications resources of the United States,
including commercial government and pri-
vately owned services and facilities, are
essential elements in support of national




security policy and are vital to emergency
preparedness. A survivable domestic and
international telecommunications infrastruc-
ture with the necessary combination of hard-
ness, redundancy, mobility, connectivity,
interoperability, restorability, and security is
essential for national security and emergency
preparedness requirements in all circum-
stances including those of crisis emergency.
The Executive Order establishes a framework
for (1) the planning, development, exercise,
and capability to satisfy national security and
emergency preparedness telecommunication
needs of the Federal government, and (2)
providing advice and assistance to state and
local govemment, private industry and volun-
teer organizations on request regarding their
national security and emergency preparedness
telecommunications requirements. The order
establishes a planning and management
framework for all conditions of crisis or
emergency, including intemational crises,
attack, recovery and reconstitution, and the
entire range of civil preparedness emergencies
such as earthquakes and hurricanes. The
order also specifies the national security/
emergency preparedness telecommunications
roles and responsibilities among the Execu-
tive Office of the President and the various
Federal departments and agencies. The order
establishes the National Communications
Systems to assist the President, the National
Securnity Council, the Director of the Office
of Science and Technology Policy, and the
Director of the Office of Management and
Budget in the discharge of the National
Security/Emergency Preparedness Telecom-
munications function.

The National Communications System has been in
existence since about 1963, but it is as a result of a
memorandum, as I understand it, and not by an Exec-
utive Order.

Oettinger: It was a John F Kennedy memorandum
in response to his inability to communicate with
South America at the time of the Cuban problem,
and it has been sort of in effect ever since.

Branch: So this Executive Order institutionalizes
the National Communications System. I’ll continue:
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The National Communications System
consists of the telecommunications assets of
the entities represented on the National Com-
munications System; a Committee of Princi-
pals; and an administrative structure consist-
ing of an executive agent, and a manager.

The NCS Committee of Principals is com-
posed of representatives of those federal
departments, agencies, and entities with
significant national security/emergency pre-
paredness telecommunications responsibili-
ties. The NCS will assist in planning, and
the Executive Order assigns specific plan-
ning, management and oversight responsibili-
ties to the National Security Council, the
Director of the Office of Science and Tech-
nology Policy, and certain key federal agen-
cies including the Departments of State,
Defense and Commerce and the Federal
Emergency Management Agency.

I think this is a terribly important document with
regard to our national security telecommunications
assets in the context of avoiding hostilities, restora-
tion, cessation of hostilities, or crisis management.
Whether or not it will be effective, it certainly, in
my judgment, strengthens the NCS in a significant
way. Whether or not the NCS has the inclination or
the budgetary or personnel resources to carry out its
responsibilities or is successful in getting resources
is quite another matter. Certainly the authority is
there. The authority is there for every govemment
agency to address the national security dimension of |
its telecommunication plan. But whether or not the
agencies have the wherewithal in terms of the budget
to implement this Executive Order is an open issue.

My personal observation is that while there is seri-
ous concem about the capability of our national secu-
rity telecommunications assets to accommodate the
stress conditions you have examined, and while there
are many advocates within the Administration for
improving our capabilities — witness this new Execu-
tive Order — there seems to be a gap between what
the policy is and where the resources are to imple-
ment it. I'm not suggesting that we cannot revise our
thinking, revise our planning, and take national secu-
rity and survivability into the planning process as we
design our systems. But a program of this magnitude
is going to span administrations, and it is unclear
whether there is a national commitment to this philos-
ophy that would carry through administrations and




provide the funding necessary to support it over the
long haul.

_It’s common to measure the cost of system acquisi-
tion, and maybe even system activation, but it’s not

as common to measure carefully the cost of maintain-
ing this kind of capability over the long haul — the
personnel, training, logistics, facilities, and updating.
It’s a tremendous effort to keep abreast of the state
of the art. If you build a system for emergency pur-
poses, at what point do the funds dry up because the
more pressing need is day-to-day? Who makes that
decision? I do not in any way suggest that we don’t
examine emergency needs or fold them into our
design process, but I'm not certain that we have
accurately measured the total cost of implementation.

Oettinger: One of the reasons may be that some of
the words, “restoration” and so on, have been linked
to the apocalyptic Single Integrated Operational Plan
(SIOP), trans-attack, post-attack nuclear, etc., and
most of the world, most of the time, is in a lesser
state of crisis, like somebody burning up an embassy.

Branch: Good point. That’s why I started by outlin-
ing our national security communication system, an
international network used to deal with crises or
stress situations.

As I noted earlier, the network is at some 250-o0dd
locations. It’s there for a daily operational need. It is
secure. It is already handling a good deal of national
security information. If indeed there is a need for
this additional capability directed by the latest Execu-
tive Order, I feel it must be built on what exists. My
concern is that a lot of the recommendations being
made do not consider what is in place today.

Now if you build a separate communications capa-
bility in addition to what is out there, are you build-
ing one.that you’re going to be able to guarantee for
the long term? Will it work when you need it? My
experience to date has been that if you want a system
that’s going to respond in emergency situations, it
ought to be the same system you’re using to meet
daily operational needs. Or it ought to be built on,
or integrated with, the same system used in a day-to-
day operation. The hardware to meet an expanded
crisis requirement is a carbon copy of what is in
place today. Thus, the logistics chain is the same for
that segment of the network intended to meet stress
situations as it is for that which is meeting the day-
to-day need. Your training is no different, nor your
assignments, nor your support. What happens in a
stress situation when you move a technician from a
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regional center into a stress post, if when he gets
there he finds out he doesn’t know that equipment?
He doesn’t have the tools, training, or the test equip-
ment. What do you do with the cadre of people you
trained on that equipment? Do vou expect them to
maintain it all? Where do the multiple skills you
expect these people to possess come from? Where
do you recruit, train and retain those kinds of skills
in this environment, competing with the private sec-
tor? In my judgment the two systems need to be
fully integrated..

Oettinger: Could you comment on the hot line in
that context? How dependent or independent is it of
day-to-day kinds of things? That’s the sort of concrete
example for which there is some reasonable history
and some public domain treaty language.

Branch: The hot line is an example of a system
that works well. It is superb in terms of reliability,
availability, capability, and it is not part of what I
just described. Having said that, a hot line is a single
point-to-point link and it’s an exception in this world.
It does not address what one does in a Falkland
Islands situation; it doesn’t take care of negotiating
with the British or with the Argentine government in
a stress situation. It doesn’t help you in any other
location. But let’s go back to the Moscow hot line. I
think you have the history on it. If you don’t I've
made some copies of an article recently published in
Signal Magazine, which is the trade journal of the
Armed Forces Communications and Electronics
Association. Dr. Jon Boyes, president of that organi-
zation, wrote on crisis stability and C’I, and it’s his
commentary on the Moscow hot line specifically,
and his thoughts on what we ought to do. It captures,
I think, rather nicely the history of how that came
about and where we are today. First of all, I would
suggest that if the diplomatic system had been
responsive in the first instance, we might not have
had a hot line. If there had been in place the kind of
capability I just described, and Kennedy and Khrush-
chev had been communicating on a real-time basis,
and if each could have expressed clearly to the other
his intentions, then I wonder if after that situation
subsided whether there would have been any discus-
sion of improved communications. So I would sug-
gest that while it’s in place and it works, it grew out
of the inadequacy of the day-to-day system. By the
way, | was in Moscow at that time and I can tell you
that it was inadequate. We were working at 50 baud
which is about 67 words a minute, and we were
working through the Moscow PTT.



Student: I'd argue that that kind of system is inevi-
table when you have two bureaucracies building up
on either side. It’s like two CEOs who need to talk
to each other to get the bottom line on some big
issue. When you’ve got these two organizations built
up on either side, certain bureaucratic forces will not
allow the creation of an efficient system.

Branch: Would you go so far as to acknowledge
that there’s room for both? That’s why I say you
ought to have a much more survivable and responsive
day-to-day system, and that if there’s a need for a
head-of-state system it would be purely head-of-state
for the most restricted kind of communications.

Student: Oh, yes.

Branch: My concem is that there’s a tendency on
the part of some to look at a head-of-state communi-
cation system and then start “wiring it for sound.”
You have the attitude that; “what you really ought to
do is hook it into defense, and hook it into here, and
hook it into there.” Soon you’ll see an expansion
and a layering of a network in a way that doesn’t
reflect the organizational structure at all. I'm con-
cemed about what that means to our national security
in the longer term. I'm concerned we will create a
different kind of a problem altogether — that is, a
circumvention of the existing organizational structure.
Where’s the Defense Attaché Office; where’s that
input into that decision making process? Where are
the other agencies with knowledge of the host gov-
emnment? Are their views being reflected in that hot
line if that hot line is not terribly restricted in the
kinds of data sent over it?

Student: What is the date of that Signal article?

Branch: March 1984. It talks specifically about the
Moscow hot line, and I'll take a moment to review
aspects of 1t. It had its origin in the frustration of
Kennedy and Khrushchev. Notwithstanding photo-
graphs of a President on the telephone, there is no
voice communications capability in that system. It is
a low-speed, record, teletype communications sys-
tem, and when I say low speed I'm talking 100
words a minute. It is point-to-point, secure. There
is a test message generated every two hours, maybe
once an hour — non-political in nature, selected
from periodicals, transmitted from this end to the
other end, received in English on the other end, and

97

received in Russian here. It has had operational live
traffic, if you will, but not often.

There has been concern on the Hill, voiced by
Senators Nunn and Wamer and the late Senator Jack-
son. Nunn and Wamer would like to expand the
networking capability to include joint military com-
mand centers, other kinds of terminals, on this end
and the other. The most recent initiative on the part
of the Hill was in the U.S. Department of Defense
Authorization Act of 1983, which directed the Secre-
tary of Defense-to study possible initiatives for
improving containment and control of the use of
nuclear weapons, particularly during crises. After
that examination was completed, the proposals that
came back included adding a number of capabilities
to the Moscow hot line. It included the creation of a
bilateral U.S.-U.S.S.R. joint military communica-
tions link, the establishment of high-data-rate links
between the governments and their embassies —
that’s back to taking our existing network and
expanding it — and an agreement to consult with
other nations in the event of a nuclear incident
involving a terrorist group. This report was endorsed
by President Reagan in May of 1983 and these pro-
posals along with others are now being discussed
between the Soviets and the Americans.

The Defense Department study took note of other
communications techniques such as voice and video,
but dismissed them on the basis of possible misunder-
standings, misinterpretations, or adverse reactions
that could flow from their use. The study contained
a lot of recommendations concemning what we ought
to do. We culled out many of them because of those
concerns. We settled on three things: a joint-military-
command-center to joint-military-command-center
link, improved embassy-to-embassy communications
capabilities, and the addition of a secure facsimile
for the hot line.

There is more information in the Signal piece. It
addresses the very issue you’re looking at, in a very
straightforward manner. We are still negotiating with
the Soviets on upgrading this facility. Although I
have left government service I have been retained by
the Department as Deputy Chairman of the U.S.
negotiating team. We'll be going to Moscow for our
third round of discussions with the Soviets on those
three areas of improvement.

Now, while a lot of people both withi. Jur govern-
ment and without are recommending all kinds of
changes, trying to be responsive to the Hill and to




others, and responsive to their own beliefs that we
ought to have improved communications, too often
they don’t consider what the reaction of the other
party in the negotiations might be to such recommen-
dations. I must tell you very candidly, and I don’t
think it’s sensitive, that the Soviets have not been
terribly responsive to anything other than the addition
of the facsimile to the hot line. When we first met
with them and proposed these areas of improvement,
they made it very clear that they were only prepared
to discuss operational improvement of the existing
hot line. Their words were very, very carefully
chosen.

Oettinger: Almost a year ago, direct-dialing into
the-Soviet Union became impossible. In the after-
math of the Polish situation, they knocked off direct-
dialing. But let’s go back for a moment to the period
just before Solidarity, martial law, etc., when the
best way to reach any dissident in the Soviet Union
was by dialing him directly on the telephone. Now
in a situation like that, why is there concern on either
side about any major change? I mean the President
of the United States could pick up the damn phone
and dial and say, “Hey, comrade.” Why are there
arguments when there are alternatives? What purpose
does the hot line serve that couldn’t be served by
simply keeping a bunch of lines open through the
normal process any commercial enterprise would
use?

Branch: Well, there’s no desire on the part of our
government — I can’t speak for the Soviets — to
have voice communications between heads of state.
At this stage, our government still wants to record
communications. The kinds of situations the hot line
would be used for are clearly identified in advance
and very rigid in their application. So first, it’s not a
case of seeking voice communications with the head
of state. Second, a standard commercial system is
not secure. One might argue that if the chips are
down it doesn’t have to be. On the other hand,
you're trying to avoid a confrontation and not add to
the problems with third parties having access to those
discussions and taking unsanctioned actions.

“-Francis W. A'Hearn. Northeast Power Failure, and Lyndon B. Johnson:
An interview with Donald F Hornig, June 30, 1983. Program Information
Resources Policy, Harvard University: Cambridge, MA: Octaber 1884,
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The third point I would make is that while that
capability is here today, it might not be in a stress
situation. Evidence what happened in Poland. Where
was the press in Poland? Where were commercial
communications in Poland? Up until that moment
we had no trouble communicating with Warsaw. It
was one of the places we could get to. What about
Iran? If I had to pick a country in this world where
we were solid, it was Iran. Two years before that
place blew up, would I have been successful in get-
ting resources to build survivable communications in
Iran? My guess is, probably not. At the same time,
when it blew it was very difficult to pick up the
phone and work with that’ embassy.

Now, having said that, and in support of the inter-
national record carriers in this country, they did
everything possible to provide communications to
and from those embassies. And they were most suc-
cessful, I must tell you. Unusual circuit routings
were used, and we had voice communications with
those embassies in many periods, thanks to the inter-
national record carriers. They acted on nothing more
than a telephone call from the two men expressing a
need, and they simply met it. There was no business
of contracts and all of that. We got the job done, and
they were most responsive. Now there’s something
I'd like to share with you. I'm not selling the stock
of the private sector, but I have to tell you I have
been most impressed with the responsiveness and
concern of the private sector in the area of intema-
tional telecommunications for our national security
needs. It has been most responsive in the dealings 1
have had, and I was certainly pleased that a commu-
nications manager with the government would be
able to find that kind of responsiveness.

Oettinger: For those of you who questioned why
we chose today to hand out A’'Hearn’s interview with
Homig on the Northeast power failure,* it is on this
very point.

Branch: I'll give you another example, if I may.
Islamabad. We had 200,000 demonstrators on the
streets; our people were holed up in the communica-
tions center. The dissidents had set the building on



fire. We had heat so great that the tiles were popping
from the floor. We destroyed all of our classified
information and all our cryptographic information
while we had 130 people in a burning mission —
and our govemment-owned communications were
not working.

We had 15 dissidents on the roof with automatic
weapons, and our communications antennas were on
the roof, They took the antennas, just for something
to do, and ripped them off and threw them over the
side. They were firing automatic weapons down the
air conditioning shaft, which led directly to the com-
munications center. We had an emergency egress
from the communications center, but as in most
instances, that center was on the highest level of the
embassy, so the egress was the roof. In that situation,
I was in the command center in Washington. We
were communicating between the Assistant Secretary
responsible for the geographic area, and directly
with those personnel at the embassy. We were using
commercial telephone circuits made available by the
private sector, which kept those circuits up.

So when I talk about strengthening international
communications, I mention repeatedly the commer-
cial portions. We have a policy in the State Depart-
ment to have a multimedia network so we’re working
both U.S. government-owned as well as commercial
facilities. We're trying to strengthen the commercial
side, and at the same time have in place government-
owned capability.

There are some things we could have done, and
again, I want to go back to the funding and the com-
mitment for funding. After the violence, we exam-
ined the situation in Teheran, and we examined the
situation in Islamabad. We tried to develop a plan
that would help protect our personnel and our facili-
ties at embassies abroad. We developed a program,
we brought it through the Office of Management and
Budget, we brought it to the Hill, and we got the
funding necessary to enhance our security posture at
our embassies to protect against mob violence. I'll
make that clear. It was not a broad mandate to do
everything. We said there is a new threat to our per-
sonnel, and there is a new threat to our classified
information. It is mob violence. We experienced it
in three places because we had a problem in Libya
at the same time. We brought that program forward
and we had it funded.

Our added improvements to our communications
included the electronic file storage device I men-
tioned, which picks up all the classified information
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flowing in and out of that embassy and puts it into
electronic storage. It gives us the ability to store an
almost unlimited amount — at the moment it’s run-
ning about 15,000 documents — and to destroy it
immediately. Take a situation like Islamabad, with
temperatures running the way they were and 130
people in the center. The last thing you need to do is
crank up an incinerator and start trying to burn reams
of paper, if it happens to be in the communications
center. In Teheran, we immediately destroyed all

of our classified information and holdings and all of
the cryptographic materials in the communications
center.

The electronic file storage device is a modified
version of the communications equipment we had in
place. We use this equipment in other missions, not
just high-threat missions, for the day-to-day operation
and storage of information. People are training on it
and it works. The funding for the program, however,
has been drastically reduced. I visited with an indi-
vidual involved in the program yesterday. We are
down from projections for the communications ele-
ment alone that were running in the neighborhood of
$24 million annually, to a level of $5 million dollars.
Now the number of electronic storage devices that
we can put into high-threat posts is going to be
directly related to the funds available. What happens
the next time they have mob violence somewhere?
People will ask, “Where are the communications
managers and why didn’t they fix that problem?”

So I raise the question again of long-term commit-
ment — not commitment when first you have a crisis
situation, when you get more sympathetic hearings,
but what happens when things quiet down and you
don’t have an immediate problem.

Student: It just seems like such a logical program,
why are the funds for it being cut back?

Branch: I don't know if there’s a single answer for
that. But I do know that the costs for care and feed-
ing the systems that were put in place reduced the
dollars that were available for initial acquisition.
That brings me back to my earlier point. It’s one
thing to acquire a systern and to activate it; it’s quite
another thing to maintain it. The resources that were
made available were based largely on acquisition and
activation.

Student: Surely people knew when the systems

were acquired that they had to keep them maintained.




Branch: Yes. Actually, in this instance, it’s the
same appropriation. I'm trying to be as kind as [
know how to be, but the Executive Branch did not
allow us to go to Congress with a request that I
thought accurately reflected the resources necessary
over the longer term.

Oettinger: You know, you don’t have to be too
uncharitable to understand. It happens in private

life as well; you buy the house and you forget the
upkeep. Universities until maybe 10 or 15 years ago
were notorious about accepting capital gifts like
buildings, and no one talked about maintenance and
operation costs. And it doesn’t happen at the level of
the folks who request it. It’s the front office, whether
they're called the Office of Management and Budget
or the development office at the university, which
says God will provide. When the building’s up we’ll
have another emergency and God will provide or the
Congress will provide. Is that so far off?

Branch: I think that accurately reflects the action
or inaction of some elements involved in the particu-
lar program. I’m not sure it is always the case.

Student: Inconsistency is a problem with defense
communications that’s been around for many years.
A critical message, or what we call a flash message,
may take 2 minutes today, 6 minutes tomorrow, and
22 minutes the next day to go to the same place.
This seems to be a built-in problem. It’s directly
proportional, I think, to the amount of activity going
on during the crisis. Do you see the same thing in
your State Department communications and, if so,
what’s being done and what do you propose to be
done about this?

Branch: We have a similar situation in the State
Department to answer a part of your question. On
the other hand, to date, it has not been unacceptable.
One time a message goes through in seconds, and
the next time it requires 6 or 8 minutes. We recently
redesigned our system. We put in major new switches
in Washington and overseas, and upgraded the trunks
and terminals, so we have made it much faster. To-
day it’s not a problem. If you experience expanded
volume, along the lines we have, and if you don’t
keep that system constantly upgraded, it will become
a problem.
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What do you do about it? In my judgment you
simply have got to factor increased volume into your
communications planning. You must design and
implement systems that permit you to move informa-
tion in a timely fashion. We have been more success-
ful, T would argue, than Defense in that regard. Not
because we have any secret but because we’re a
smaller organization. We have been able to move
things from the validation of the requirement to sys-
tem activation in a much shorter period. And we
have, I think, more accurately projected our growth
needs, and the dates when activation is required. So
we've done two things. We projected in what I think
to be a reasonably accurate way, and we installed
and activated systems in a much shorter period of
time. When we put these components in place we
ended up with a system that was much more respon-
sive than before. Now having said that, it was not
always rapid, reliable, and secure. Five years ago
our system was reliable, and it was secure, but it
was certainly not rapid. It would take us three days
to move a routine telegram through the system, and
flash telegrams in a stress situation could be delayed
in the network. Two or three things happened. First,
individuals wanting to move information gave it a
fictitious precedence. It became almost impossible to
recognize the make-believe “Immediate” from the
real “Immediate,” and the system started to choke
even further.

For the last year and a half, we have run tests
repeatedly in different periods. There was a period
when we had about three crises running at the same
time, each of which involved a number of other
posts. That’s the other thing to remember. In our
world when you have a situation like the Falkland
Islands event you have an address pattern that is a
lot more than Buenos Aires and Washington. Infor-
mation was being sent to many of our posts, and
much that they sent was being given wide distribu-
tion, so you aggravate it with a multiple address
pattern. At this time, when we had three crises at the
same time, we had somewhere in the area of 1700
immediate telegrams in less than a 24-hour period
through the communications center, more than 200
flash telegrams, and absolutely no complaints. But
again, how do you deal with system design, antici-
pated volumes, and projections, and then the big
problem — one that most people still haven’t sorted
out — how do you keep the system updated? That’s



the same case I’m arguing when I question the wis-
dom of a separate system to deal with emergencies;
how do you keep both systems going?

Student: How serious are people about doing that?
Are people really trying to build separate systems, or
do more people agree with you that you want to
build on top of the system?

Branch: I think most would subscribe to the integra-
tion with the day-to-day system. I would at the same
time suggest to you that a lot of folks who do studies
and make recommendations don’t know or don’t
consider what’s in place today.

Student: I've just finished reading Beyond The

Hot Line,* a book by William Ury and Richard
Smoke at the Harvard Law School. They would like
to see a system jointly staffed by Soviets and Ameri-
cans in Moscow and in Washington. Now if you try
to move your Soviet military attach€ into the National
Command Center or into the State Department con-
trol center, you're going to have some real security
headaches.

Branch: You’ve intreduced a host of problems with
that concept, in my judgment. You raised the security
issue. The next question I would ask is what informa-
tion is being sent and received? Does it circumvent
the normal organization? That gets back to the orga-
nizational issues we discussed earlier; your formal
structure ought to reflect informal structures. If you
have these defense centers, and with all due respect
for the Senators, what information flows? Is the
defense attaché fully aware of the information flow?

Student: They're not referring to these as defense
centers, they’re referring to them as nuclear crisis
centers combining both the diplomatic and the mil-
itary functions. Senators Nunn and Warner have
jumped on this idea and approached the President
in a personal way.

Branch: Yes, I know, and I’'m quite aware of
what they’ve written, and I'm quite aware of the
responses. 1 know how difficult it is for this Adminis-

*Beyond The Hot Line. Report to the Arms Control and Disarmament
Agency (forthcoming, Spring, 1985}

" tration to try to project to the Hill a responsive atti-

tude in terms of trying to do these things, and still
deal with the realities of the negotiations. In this
paper they talk about the nuclear risk reduction cen-
ters in the Soviet and American capitals. The centers
would be “linked both through communications chan-
nels and organizational relationships to relevant polit-
ical and military authonties.”

Qettinger: Which paper is this?

Branch: I'm now quoting from Jon Boyes’ article
in Signal:

The group advocated that the direct commu-
nications links definitely include print and
facsimile channels. Consideration might also
be given to the establishiment of voice and
perhaps teleconferencing facilities as well. In
an earlier study, the Center of Intemmational
Security and Arms Control, Stanford Uni-
versity, October 1983, advocated a U.S.-
U.S.S.R. joint center to support cooperative
efforts to prevent accidental nuclear war, and
meet the requirements . . .

There’s a good deal of discussion in this article on
joint centers. I still come back to my point — you
can staff centers with diplomatic personnel and mili-
tary personnel, but have you indeed gone through
the existing organizational structure? If you have
not, how do you coordinate with it?

I'm reminded of an observation that Dr. Baker
made in his role as Chairman of the DTS Policy
Board. By the way, I'm probably as impressed with
that individual as anyone I’ve ever met in my life. A
young man briefed him on just this issue of reconsti-
tuting the government, and Dr. Baker asked what are
those lines between those different elements, Defense
and State and other elements. The young man said,
“Well those are the lines for moving the information
back and forth between the elements so we can coor-
dinate in a stress situation.” And Dr. Baker’s observa-
tion was, “Well, you know, in that kind of a stress
situation, those centers are going to be pretty busy
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doing what is theirs to do, defense, diplomatic, intel-
‘ligence or whatever.” The young man persisted that
indeed they’re there for coordination of activities
between those elements, and this was in the most
dire kind of a circumstance that one would envision.
Finally Dr. Baker said, “Not to press the point, but I
want you to know, young man, it won't work; you’re
going to coordinate this government to a standstill.”
If you don’t use the existing structure, then some-
where after the fact you have to bring your own
information back together. If it has come through the
organization in the first instance, and it’s part of the
existing organization, the decision making process,

it is less likely that you will have to start coordinating
after-the-fact reports. So that’s one observation I'd
make. T would also remind all of you that notwith-
standing what our individual or even official desires
might be in terms of these kinds of centers and their
usefulness, it takes two to tango.

Student: Are we losing sight of the original purpose
of the hot lme as we get it confused with confidence-
building measures? It is a confidence-building mea-
sure, but it's an element of confidence building that
goes well beyond that when you look at the war
avoidance and war termination function. There’s a

lot more to it than just the nuclear threat.

Branch: But the hot line really came out of our
arms limitation talks; it reflected our foreign pol-
icy objectives and our nuclear arms policy. So, if
confidence-building measures are indeed measures
where we are together trying to find ways to avoid a
nuclear incident, then I don’t know that we have
shifted that much in terms of application.

Student: It just seems there’s more of an expanded
role for the hot line; that maybe people refuse to or
haven’t focused as much as we do on other areas.

Branch: It has been installed for 20 years. The
govermnment believes it appropriate and timely to
examine other applications, and to consider whether
or not it would be of further use to us dealing with
stress situations. I'm not so certain but that we
shouldn’t explore joint military command centers, or
the nuclear risk reduction centers. Certainly there is
a desire on the part of the Administration to find
some way to diffuse crises, should they occur. And
we're facing a different set of circumstances. We
cannot dismiss the possibility of a terrorist nuclear

threat. That’s certainly different from anything we
have faced in the past. The threat is changed, so the
application of our resources, in this case the hot line,
it seems to me, ought to be examined.

Oettinger: I wonder whether you can pursue that
for a moment, because it seems to me the problems
about security and such would arise more if you
visualize the original purpose as addressing U.S.-
Soviet confrontation. But if you visualize the purpose
as joint Soviet-U.S. concem over third party interven-
tion, I wonder whether the picture wouldn’t be drasti-
cally changed in terms of what you need in such a
center — what inputs, and what the security problems
would be. It seems a sorhewhat different kind of
game.

Branch: You're right, the application certainly has
direct bearing on what kind of security problems or
challenges are presented as a result of a joint center.

I would leave you with a question we didn’t touch
on: to what degree should organizations now be
restructured reflecting the technology? In the Depart-
ment of State I was the advocate of change in organi-
zational structure. My thought was that the structure
ought to reflect more accurately the technology.

I'll give you an example. The command center in
the State Department, our operations center, the one
that puts together task forces to deal with crises, is
interoperable with other command and crises centers
in the Washington area (perhaps not as well as it
should be, but it is). We support 1t from the commu-
nications standpoint. At the same time, the telephone
system that supports that center belongs to an office
called Operations which runs the motor pool, the
building maintenance, and the telephone systems.
When the General Services Administration managed
telephone systems, Operations was responsible for
the operation of that system because it was a General
Services kind of function. Operations is in the pro-
cess of replacing the telephone system in the State
Department with an automated system that could be
an important model in the information flow, and an
integral part of moving information between foreign
service posts and key principals in the Department;
however, the system will remain part of Operations.
I'd take issue with that. I know I'm not going to get
to restructure organizations sitting here, but I know
the Department of State and organizations in general
are structured largely around historical kinds of rela-
tionships, and 1 wonder if they shouldn’t more accu-
rately reflect the technology and its applications.
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